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PEAEK WebGoat B HERE T o WebGoat [ inl M G TISAMFAE M T EIBE, WRERHIE K
N8

JEEANK, WebGoat MM OWASP fREEMIFFIISRIHIIMESS . JRR HPNBA TR R B BLR
WebGoat TLZRTERHXS T~ 224 N 01 1 R Bk 824 Je g R Y 22 /& A5 I IF, WebGoat REFFUR¥ I T #5224 FIIF
RN AR BRSNS Tk, BB RUIRER R G RE AT Froc s, T o0 00 BR B AR AR 1) 5 BRI
#ilo WebGoat tH A T4k 515 22 4= g i 55 e o

o PREFDHBLE, RS R BRATIE.
T

WebGoat FJ M Google code F#[X http://code. google. com/p/webgoat/downloads/list
TE MR B[R] A2 B 24T WebGoat ARRSA http://code. google. com/p/webgoat/ .
RATHR

&7 M Sourceforge [ OWASP JEALAS .0

http://sourceforge.net/project/showfiles.php?group_id=64424&package_id=61824

I3 WebGoat WA, HAHAY Java A, WEAEEIIMA. LRNFRE FERBN 2%,
FHBAT TR AR AT . B T2, Hoh & — AT BB ARG J2EE N k% 4% L) war 4.
WebGoat 5.2 FRUERR

EMERATIR N EAEfE, B AR IEAT . S Java IBATH RS X —ANECE A Tomeath. 5 i
%5

M AT webgoat. bat - Tomcat 4% HEIL 2N, W% 283 % http://localhost/WebGoat/attack
WebGoat 5.2 FFRhR (HLF Sourceforge)

AR B AL — A WebGoat SEIR AL, WA K A COHE AR, 5 Google code
OE=2Eipi8

XAFFRN AR T QbR AS,, 1E2 T — A CRCER Eclipse 4. XANTF R A
AR, FH MR G Bl AR i AU A ST S0 SRR AO1E, & PSR B AR v AR AR
ALK SR, WA B E SR =, B ERAE EAEH WebGoat [#17%, W LAMEM eclipse. bat A
HKJE 3 — AN FBCE K WebGoat B, AAKKIMEM Y], 2 W AWK _HOW TO create the WebGoat
workspace. txt_SCfF:

1. ¥ Eclipse-Workspace. zip fift/ 5 & TAF H 3%

2. Xk eclipse. bat X1,

3. fEEclipse £ LMMEGIFE AT, Fidd WebGoat WIH , FERIH:

4. fEEclipse i LAMGIHEEI A , HEd Servers HH, FHMIH;

5. fEEclipse JRMMMFEFME T, £t localhost JRF58%, FHHIE:

6.  TENBEAH FM A http://localhost/WebGoat/at tack,

7. VAR RAEMATATARL, #ox AT R BRI, RAEG & A B ERE .

WISHZRAG ML, % K%L Bruce Mayhew (webgoat@owasp. org) o
HEABRTTR

Aung Khant (YGN Ethical Hacker Group) & 7 — R A AR IE WebGoat AR ] BRI RIS
%, ‘BAITAT M http://yehg. net/lab/pr0js/training/webgoat. php AbWE . M7 55T WebGoat HIFER, wT
B IR e At o
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1. %%& http://yehg. net/lab/pr0js/training/webgoat. php#General

2. ARES % http://yehg. net/lab/pr0js/training/webgoat. phpttCode Quality

3. PhBhhttp://yehg. net/lab/pr0js/training/webgoat. php#Concurrency

4. RINUFZSHE http://yehg. net/lab/pr0js/training/webgoat. php#Unvalidated Parameters

5. ENIRMIELFE http://yehg. net/lab/pr0js/training/webgoat. php#Access Control Flaws

6.  INIEBRPHE http://yehg. net/lab/pr0js/training/webgoat. phpttAuthentication Flaws

7.  SUEEHEUE http://yehg. net/lab/pr0js/training/webgoat. php#Session Management Flaws
8. EEUGBIARIE http://yehg. net/lab/pr0js/training/webgoat. php#Cross—Site Scripting (XSS)
9.  ZEpX i http://yehg. net/lab/pr0js/training/webgoat. php#tBuffer Overflows

10.  JENBRPE http://yehg. net/lab/pr0js/training/webgoat. php#lnjection Flaws

11. A2 BI{EME http: //yehg. net/lab/pr0js/training/webgoat. php#Insecure Storage

12. FHZ8HRSS http://yehg. net/lab/pr0js/training/webgoat. php#Denial of Service (DOS)

13. #EEWCE http://yehg. net/lab/pr0js/training/webgoat. php#tlnsecure Configuration Insecure
14. web k%5 http://yehg. net/lab/pr0js/training/webgoat. php#Web Services

15. AJAX %4 http://yehg. net/lab/pr0js/training/webgoat. php#AJAX Security

16.  #kik http://yehg. net/lab/pr0js/training/webgoat. php#Challenge
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WebGoat T H Hi Bruce Mayhew. F=%F, A[i# 1 webgoat@owasp. org 52 Ik & . WebGoat i# i Sourceforge

F Google BEAT 73 o WebGoat HEAMEAFARIIH € IRFERAGAH A S . B BT web BORAWHABL, FATIE
FERRRTFHRIT BN S IUHT A URAE o A RARA DO T H B IRSS» B B I S, 1 I WebGoat
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1. Webgoat Fl {5 G HiE

L1 RS ¥

Copyright © OWASP Foundation

AR RATIYAG GNU SCRYVF AT, S ZRRBLUE OWASP TS o 1 B8 1 MRV Al A5 OB 5 41 o ¥ AT IR
AR HLIAR LI, #5255 http://www. gnu. org/licenses/gpl. html.

ARSCRYRIAS DA 255 2 GNU G 9 SCRY VR T ZERAOAESE . A SRS (¥ S i AN B RE S A FF
1.2 Fts

Java, Java Web Server, LA JSP 4 SUN Microsystems /A GlVEM E AR, Microsoft Internet Explorer®
NI A FREMFFR . Firefox®)y Mozilla A RNEM bR, BrA HE/™ A A TN EN & B &
BRo ASCRY b BT 7= (¥ F P A3 F S BR AN RLAZ4 B AR s 1 A AT IR 55 T L BT it v b iy v
1.3 k&

2 A EAATURE

% 4 AR JRIEEZE: Robert Sullivan(msp. sullivan@gmail. com) BigR{EH :
L4 SCRERRA DG 82

2004 4£ 1 A Release v2

2006 4E 3 1 Release v4 JRUAH %

2007 %£ 1 H Release v5

2. ik

WebGoatV5 & FIFE & — > IR Web B2 FH R PP b i LY e AR O LR, B PEAE B F R T 22
SN BRSO R G, AT A B AR A (TR R FH X 8 2 AR . — AN e I R 2 A VR A
AR T EAE SCRS http://www. owasp. org/index. php/OWASP_Testing Project UM, ERIN4RALT —
4 WebGoat V7R 4™ R UL« BLIEARIE AT RIS o TH45 % . WebGoat TRAR B TE4 KK —AMBETE A
[FIZR 5] owasp web [N FFE P 22 4 PR 7 V25 LS A I SRR BRI S 31 o

WebGoatVs & FIFE T Hfit 7 — A BB (R FIAR 22 AP Al AT & o RO D3 7R X AN 20 11 17 FH
Fp H A R £ B P i — R A PR ANE

LR AR P A2 2 T web 1

XL R AR A BB, T A I SR B s TVEER AT DL AR R UZE B (K3 7 HEAT B el 5

XL AR R T A, EACT AR AL, (R ARTT T BRI 5w

TEUERHRIE(S BRI, 2948, WebGoat 7 &5 VRFRAT AT LLE R Hi K (KA 2 15 B AR AR AR RIS
By, X FERLERR SRR 5K 3] R 5 B BEAT ST I AR

H il WebGoat VRFZ RIS ALR Y 2500 R«

HTTP Basics
HTTP Splitting and Cache Poisining

How to Exploit Thread Safety Problems



OWASP H I H 4 http://www.owasp.org.cn

How to Discover Clues in the HTML

How to Exploit Hidden Fields

How to Exploit Unchecked Email

How to Bypass Client Side JavaScript Validation

How to Force Browser Web Resources

How to Bypass a Role Based Access Control Scheme

How to Bypass a Path Based Access Control Scheme

LAB: Role based Access Control

Using an Access Control Matrix

How to Exploit the Forgot Password Page

How to Spoof an Authentication Cookie

How to Hijack a Session

Basic Authentication

LAB: Cross Site Scripting

How to Perform Stored Cross Site Scripting (XSS)

How to Perform Reflected Cross Site Scripting (XSS)

How to Perform Cross Site Trace Attacks (XSS)

Buffer Overflow (TBD)

HTTPOnly Test

How to Perform Command Injection

How to Perform Parameter Injection
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How to Perform Blind SQL Injection

How to Perform Numeric SQL Injection

How to Perform String SQL Injection

How to Perform Log Spoofing

How to Perform XPATH Injection Attacks

LAB: SQL Injection

How to Bypass a Fail Open Authentication Scheme

How to Peform Basic Encoding

Denial of Service from Multiple Logins

How to Create a SOAP Request

How to Perform WSDL Scanning

How to Perform Web Service SAX Injection

How to Perform Web Service SQL Injection

How to Perform DOM Injection Attack

How to Perform XML Injection Attacks

How to Perform JSON Injection Attack

How to Perform Silent Transactions Attacks

How to Add a New Lesson

The Challenge

KR WebGoat FTARANG & 5 2 FIRFEA TN EE . W0 AR LA 122 130 nT PATS Bl ot 58 3 LA 37
IR R AT, HEER bill@owasp. org FEUt RIS,
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3. HIY

FEIELL WegGoat PRARMR R IGINAEI AR ZR, MK 53 R i% 542 BLT 4 hE
& 2 web N Y ARl R O B R
& e % 7 E B R B AT T GE L R
& U RV g BERE I R P B R AR L T BB AR P A2
O XX B AT I, DR ER T ATk
O U IR T R R P AT By, e

4. T HE

XA G (P L AR PP 2 A H v N ROk, AT B T RAIR 2 o sFRATIX M SR A 1 22 4 el vk
B R A ARER A Web BIFHFRFICH . AT 58 A& WebGoat YRFE, Web ARHRFR T /& AA AT
.
4.1 AR E A
— ) web ACHLE F ERREBEWC . ALFRANEL A% P MRS A% L (A1 HTTP A0 HTTPS #dls, XAERLRELETH
(1) web JBAF U EAIRA I 2, DU o 22 A7 5 L 22 A M SR AR I S ntkme, 5%
B2 FH AR R RT P SAe AR A 5 i P9 W 245 IR 55 #45 3  [B) BT A (¥ HTTP A0 HTTPS 385, & SEbr
BT T AT DU AR R AR (e B M) 18 SOITA 58 EL I )R
AR TR, B RN B AT DAHE R 2 AR R RTIR 25 5% 2 1A% 35 I B R S AT A RE I BdE . Bk4h, B
AT AT AR I SR AT 20 A FAE 5, AT 0t I FH R 3 PR S0
A T B 5 PR 2 P HTTP AR 2 Ky WebGoat ZESRIEA M S MNGE, 24 E 3L T AR T 19
WebGoat i, Al 1A BE A R I T BERIMIE WebGoat . 3L H FI{E WebScarab fHR, Wi A 52 7] DLk B 3
ARG G BAE, i H AT DOREAIE IS IESE B HAL fir 4 WebGoat 53K .
TE WebGoat (VR URFR T, S FHFE /Y o THARBE B H & [R5 T Be AU B 2 L AN T ¥ 312 AT
HEF T H
@®lebScarab-https://www. owasp. org/index. php/Category:OWASP_WebScarab Project
@ BurpProxy— http://portswigger. net/
@®ParosProxy — http://parosproxy. org
4.2 MR
PR IEAT — Ak i, 2B bt R0 AN U 1] Do 3t 52 AR P A BT A TR 1) D TR R, S S AR M 1
IR SR AR — OB E R AR ARE, IOV L TIRAT AR, BRI A HAR A, R
DT A7 B R ) W AR A5 T A . B ORI A S M a] ARER T A R(E B, XA
TEHFELITERGZ T .
THR AR (K T H
@®liebScarab-https://www. owasp. org/index. php/Category:OWASP_WebScarab_Project
@ BurpSpider — http://portswigger. net

@®ParosProxy — http://parosproxy. org
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5.

o

7
WebGoat 7& —A~F & T RHI Web 2 &R SLIRIA I, 1ZI 557 2 Apache Tomcat F1 JAVA FF R IR BEHI
BN Microsoft Windows I UNX FRESHRAIL AR B 1) 236787, T I FRA T ARYEIRAE R 5 570 m A

4.

1. 4.

TREVER, MUK 5 4G, X—Bar AR, ENEANIE & Java Development Kit Al Tomcat 5. 5.
5.1 %3 Java f Tomcat
5.1.1 &% Java
B % s Java, BATLLM http:// java. sun. com/downloads/ 225 FIERE S IEHIRA, BALMASE R N
1.
5.1.2 %% Tomcat
SR 5223 Tomeat, #EATLAM http://tomcat. apache. org/download—55. cgi %3S FIEEE Tomeat o
5.2 %% 3] Windows R4
1. ¢ WebGoat-OWASP_Standard-5. 2. zip fEFE & & &E ¥ H 3t
2. HHJEE) Tomeat, V)5 [ H AR B E G ) WebGoat i) H 3%, 4R )5 M webgoat. bat B[],
3. 8shl % es, fEHWBEESHI N http://localhost/WebGoat/attack . yE&, XABEEEHERE XK

NG, S5 R RIL P R RS T REW A G

5.3 &#F Linux R4
1. ¥4 WebGoat-OWASP_Standard-x. x. zip fiftJk ZE &M TAE H %
2. % webgoat. sh XA HIEE 17, 19 F1 23 4790 H) “1.5” &N “1.6”7 &
3. BB R AIBATIE— AN H b, BT DA TR B T 414 &5k 8 /4% WebGoat
Tomcat:

(D). ={EH root M IS AT HE 80 i HIK, A

sudo sh webgoat.sh start80

sudo sh webgoat.sh stop

(2). MIBATALE 8080 i [IBF, fHFH:

sh webgoat.sh start8080

sh webgoat.sh stop

5.4 ZIEZF 0S X (Tiger 10.4+) R4
1. # WebGoat-OWASP_Standard-x. x. zip s ZE 4 T/ H 3.
2. ¥ webgoat. sh SCAFHRIEE 10 /791 “1.5” BN “1.67
3. AR AR IBATAE — MRRGH 11 1, BT LA 75 3246 T 81y & 5K i /5 WebGoat Tomcat:
(1. M41EH root FIFIZATHE 80 st LI, £



OWASP H I H 4 http://www.owasp.org.cn

sudo sh webgoat.sh start80

sudo sh webgoat.sh stop

(2). H4AT/E 8080 ¥ LES, {HH:

sh webgoat.sh start8080

sh webgoat.sh stop

5.5 %3 Z FreeBSD R4
1. L Ports Collection 23328 Tomeat Fl Java :

cd /usr/ports/www/tomcat55

sudo make install

2. %% Java JDK MUESE, FIREFRET LT FEL I RARE HERTITR.
3. ¥4 WebGoat—OWASP_Standard-x. x. zip /& Z &M T/ HF.

4. ¥ webgoat. sh SCAFHFIES 17, 19 M 23 47 7R/ “1.57 B “1.67

5. NBOHRRASSATIE — Mebls O b, B UGS 75 B8 T 51 &K 5 /15 WebGoat
Tomcat:

(D). #41EN root 14T AE 80 ¥ 1, A&

sudo sh webgoat.sh start80

sudo sh webgoat.sh stop

(2). MIBATLE 8080 i A, fH:

sh webgoat.sh start8080

sh webgoat.sh stop

5.6 BT
1. BahwiEss, FERBER 4 http://localhost/WebGoat/attack, JE&EIXBEAFHAKIKE K FZREW

G
2. BFWE, FPIKSMER guest, %G guest.
5.7 ik

WRARIUA R &N T I24T WebGoat (1, BT IX—5.
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WebGoat 7T LA eclipse WTP 1. 5. x 4. 153
http://webgoat. googlecode. com/svn/trunk/webgoat/README. txt 25 [EIELARSC (0 R gm PR e, B Rt
AT LABE R T A T R AR e e Oy i

WebGoat R 44 )5 i

WebGoat 5.2 Developer fit (fiiF SourceForge M%) , JE&: XARA BT — WebGoat 5246
FIE . WIREARTT R B CIEE IR, 165 Google code ol il LKL A .

IATFERN ARARR T A& ASS, B2 T —ANCRER Eclipse Bl XANTFR N RARA S
o, FHE. ARRAR S Rdr AR AT . SRS SR 5 RURFEITE, e SR R AR UE R AR ¥
BHAXG. SR, WRAHEAESRE, WEERE L WebGoat {11, W LMEM] eclipse. bat 4
KA B —TRACE [ WebGoat ¥ 5E. BAKKIMEM YT, EZ WEAMHI_HOW TO create the WebGoat
workspace. txt_Cff.

1. ¥ Eclipse-Workspace. zip fHHUE T1F H 3%

2. Wik eclipse. bat 3

3.7E Eclipse £ FAM AL RIHEEIAH, A ERE WebGoat TH, FFRIHT

4.7 Eclipse £ LA AL RIRE TS 1, A H S Servers BIH, FERIH

5. 1E Eclipse JRIMMRA#ME S, fHfEHd: localhost IR, JER3IE

6. fEXI A S M A http://localhost/WebGoat/attack.

7 EART R AT AR, #B4 B 5 R e i, (RAFE S BB EHE .

5.8 2% WAR JUHB| 223 Tomcat IR%

XARAKAB E CA T %4 T WebGoat Standard fRA, BiE ENCL R T java 1.5 (BH FER
A 1 tomcat 5.5, WM MK 2% Standard B4, IS4 EIEEL tomeat/conf/ tomeat-users. xml 3L
AN WebGoat F /7, BARIEZ[E http://code. google. com/p/webgoat/wiki/FAQ.

1. )\ WebGoat Downloads 4% T# WebGoat—OWASP_WAR-X. X. zip.

2. G Tomcat IEFEIZATIMIE, 56k HOGH—— R & KM Tomcat & HEIH],

3. % war SO DL ZE WebGoat—X. X\tomcat\webapps\webgoat. war

4. &I [F) WebGoat—X. X\ tomcat \webapps\webgoat H 3%

(). X2 FEA MRERREHE K

(2). BERFRFDRE, 151 webapps\webgoat\users X {FRAIEIA&

(3). LS55 WebGoat 2 JERE XA HF

5. Y1 % WebGoat—X. X H 3%

6. X7 webgoat. bat S, IXB} Tomcat & L2 JE 3.

T EW SRS S HIA http://localhost/WebGoat/attack.

6. WebGoat A |7]

FFRA% FH WebGoat Z 7, Z56)E 3 Tomeat, X A] U@ Tomcat #)/bin H3EH K script/bat 27
startup SK5EM. LAk, BARIEHEFH WebGoat, & WA &AE AR EHEATHTHR KA, Hfoir—HARw
LI web 4T . 13 WebGoat IZ4THT, 224l 43 F AR 7 8 B Uit o

WIRNLZS RS T B, TR R F W
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BATHIAN NP5 KEE AT BE 2 B AL WebGoat HIIER MM . FTEL, 1247 WebGoat I feif 45 T A B AP K

FRATTAT LUAE I 3 Y 25 31 % 1ocalhost FrI 80 ¥ 1317 0] Tomcat ARS55%, 40 http://127.0.0. 1.
WebGoat fir J- WebGoat H 3, RIEHLAFEIX BILFREFE http://127.0. 0. 1/WebGoat/attack.
WebGoat [N FHFE T sl fil R I T A B2 NN . BFTEIE RSB RIS EIE. 7T LMl

userid=guest, password=guest B3R,

2%

Conncct to localhosk

\WaebSoat Apalicator

Lser mamne: |ﬁ | j

Passwnr: I

| ik I Carce

M1 gxFm

INEFZ G, Tomcat RS 23K i~ WebGoat XM UL TH .
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= WebGoat ¥4 - Microsoft Internet Explorer o ] 4

File Edit “iew Favorites Tools Help
@Back - O - @ @ {_h |pSearch i‘r\\?Favorites @| Bv .,1_;, |_J ﬁ ..‘3

Address I@ http:ff127.0.0.1 WebGoat) atback

= B e |Links »

-

e L P —————

Thank you for using YWebGoat!

This program is a demonstration of common weh application flaws. The exercises are intended to provide hands on experience
with application penetration testing techniques.

WwebGoat Design Team Lesson Contributers
. Aspect Security
Jdeftwtilliams (hittp e, asp & ctse curity. oo m)
Alex Smolen
Bruce Mayhew Chttp: e p a rasaft. eom)
Rogan Dawes
Laurence Casey Chitp:ffdawes za.netiro gany
. Chuck williz
David Anderson Chitpettoan. ze curityfound necom?
Eric Sheridan

Start |

A RMIMG
While running this program wour machine will be extremely wulnerable to attadk. ou should disconnect from the Internet while

using this program.

This program is for educational purposes only. If yvou attempt these techniques without authorization, you are wveny likely to get
caught. lfyou are caught engaging in unauthorized hacking, most companies will fire you. Claiming that wou were daing
security research will notwak az that iz the first thing that all hadoers elaim

OWASP

Tha Open Web Application Security Project

<
@ Done ’_ I_ ’_ |4 Internet

&LILI

P 2 ¥t o T

7. HRIETR

PR R WebGoat5. 0(1/31/07) :

HTTP Basics

HTTP Splitting and Cache Poisining

General
How to Exploit Thread Safety Problems
How to add a new WebGoat lesson

Code Quality How to Discover Clues in the HTML

Unvalidated Parameters How to Exploit Hidden Fields
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How to Exploit Unchecked Email

How to Bypass Client Side JavaScript Validation

Using an Access Control Matrix

How to Bypass a Path Based Access Control Scheme

Broken Access Control How to Perform Cross Site Request Forgery (CSRF)

LAB: Role based Access Control

Remote Admin Access

Forgot Password

How to Spoof an Authentication Cookie

Broken Authentication

How to Hijack a Session

Basic Authentication

LAB: Cross Site Scripting

How to Perform Stored Cross Site Scripting (XSS)

Cross Site Scripting (Xss) How to Perform Reflected Cross Site Scripting (XSS)

HTTPOnly Test

How to Perform Cross Site Tracing (XST) Attacks

Buffer Overflows Buffer Overflow

How to Perform Command Injection

How to Perform Blind SQL Injection

Injection Flaws

How to Perform Numeric SQL Injection

How to Perform Log Spoofing
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How to Perform XPATH Injection

How to Perform String SQL Injection

LAB: SQL Injection

How to Use Database Backdoors

Improper Error Handling

How to Bypass a Fail Open Authentication Scheme

Insecure Storage

Encoding Basics

Denial of Service

Denial of Service From Multiple Logins

Insecure Configuration Management

Forced Browsing

Web Services

How to Create a SOAP Request

WSDL Scanning

Web Service SAX Injection

Web Service SQL Injection

AJAX Security

DOM Injection

XML Injection

JSON Injection

Silent Transactions Attacks

Challenge

The Challenge

B4 WebGoat HLAURARARTRAL 7 URARMEAAN H AR, IR7T L iy SR iR A THRI e
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Lesson Plan Title: Http Basics
Concept f Topic To Teach:

This lesson presents the basics for understanding the transfer of data
between the browser and the web application.

Client Request:
How HTTP works:

All HTTP transactions follow the same general format, Each client request
and server response has three parts: the request or response ling, a
header section, and the entity body, The client initiates a transaction as
follows:
The client contacts the server and sends a docurnent request

GET findex htmlvparam=wvalue HTTF/1.0

Mext, the client sends optional header infarmation to inform the server of
its configuration and the document formats it will accept.

User-Agent: Mozilla/4.06 Accept: imagesqif, imagesjpeg, */*

After sending the request and headers, the client mavy send additional
data. This data is mostly used by CGI programs using the POST method,

General Goal({s):

Enter your name in the input field below and press "go" to subrmit, The
server will accept the request, reverse the input, and display it back to
the user, illustrating the basics of handling an hittp request,

The user should become familiar with the features of the WebGoat by
rmanipulating the above buttons to show the source html, Java source
code, http request parameters, and http request cookies.

Close this window

RISIRFE TR T HARR RE P A #RAE, DLRBOGBR X UK, B IEA R 1 2 A Al R

8. FEAHAE

FAVEE, RN R 2T — AN, BT BARISENLRIA RN T . 158 % G4
HELE A2, W HTML AT seript.
G A 7 o A IR 55 4 < [R] F e R
R cookie S HAAHIE .
WA CAEREE HIML AR R AR B, 1 WebGoat SN T 2 FHRAE, A4E ZRSH.

B HIML. 7R Cookies FliE R Java 2%,
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=3 Http Basics Microsoft Internet Explorer =l =]

File Edit Wiew Favorites Tools  Help | ar

ook - D - %] (2] | D semen Loreones @] [0 L iz

address [ heep:ff127.0.0. 1,I'WebGoat,l’attack?shcnw:Html ~| E3 s |Links =
<!—— STtart Instructions -—-— -
Entar your nama in the 1nput Fi2ld balow and pr'ess ? ‘' To submit. Tha sarwvear ol
will accept the reguest. reverse the Tnput. nd dispTay it back To the user, illustrating

the basics of handling an http regquest.

<br=<br>

The user should become Familiar with the features of the webSoat b

marn'ﬁu‘lating the abowe buttons to show the source html, Jawva source code, http request parameters,

and http request cookies.
<! —— sStop Instructions ——>

<hbr =

<br:>

<a hraf=" javascr‘lpt ttogglec  lessonFPlans '3 target="_top"
onclick="MM_nbGroup (' down', 'groupl’, 'plans ', "’ =CTose this window< as=

—rdive

=<div dd="lessonContent' >Enter »our names in the input fi21d below and
press "go' to submit. The serwver

will acfept the reguest, reverse the Anput, and display it back to the user, i1Tustrating
the basics of handling an http reguest.

<brz=<hbrsz

The user should become Familiar with the features of Tthe websoat by

man1ﬁu'lat'|ng the abowe buttons Tto show the source html, Java source <ode, http reguest parameters,
and http reduest cookies.

< v

<diw Ad info' < dive

<diw i "lessoncontent’ ><form accept—charset="uUnKNOwWN' method='pPOosT'
name='form' action='attack?menu=50' enctype=’
Enter wour name: <input names='person’ type=’ TERT' walue=' ‘s<input types'SUBMIT' walue='Go! >
< Form>

=1
[ bone T e

K] 3 WebGoat {78 HTML JEACHS

WG, WUEEME T AE HIML ARSI TIRE. X THEK AR Internet Explorer 5
&, ATLURE “EFE” FHRTH YRS IBWOREE HIML ARG . X Firefox W Ma# K, &
B VRS ThREFRREAL T “ 205 7 SE8 R “ TUmPEARED” o WebGoat (s HTML T AR R
TR HIML AR, 1 AS B AR AL AT A% B2 (1) HTML AR .

Zj Http Basics - Microsoft Internet Explorer . =1 1|

File Edit ews  Fawvorites Tools  Help | F e
EPeack - 6 - 2] =] | b search <o Favorices  £=% | 32~ da 4 Bl 23
Address [ http: //127.0.0. 1/ WebGoatjattackrshow—Faramstmenu—5S0 E= e

|y

Logout @&

Http Basics

Project WebGoat Va4 m_. =

Admin Functions
Seneral

menu=s50

Hitp Basics show=Params
How to Exploit Thread Sorety ISESSIONID @ SrB4CCODIBEZ4039393636307AZSCoD
Code Guality Enter your name in the input field below and press "ge” to submit. The server will accept the
Onhwalidated Parameters request, reverss the input, and display it back to the ser, illustrating the basics of handling
Broken mocess Contral an http request. —
Eroken mahentieation and The user should became familiar with the features of the WebSoat by rmanipulating the above

buttons to show the source htrml, Java source cods, http request parameters, and http request

Cross-Site Scoripting (HSS) cookies

Injection Flaws
Improper Error Handling

web Services  — T
—hallenge Enter your name:

Emstart Current Lesson

SWASE Foundation | © 2005 Projeck webSo ot

=
=1 T s mmternee o

4 IR HTML JEACHS

XH, ZHM cookie Bim AN,
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a http://127.0.0.1 /WebGoat / attack?show=Source - Microsoft Internet Explorer - ||:I|ﬂ

OBack - \_) - ﬂ \ELI :\J ‘ /- ) Search \vji( Favorites @3 g~ ;? J ﬂ '3

fddress I http:{127.0,0,1WebGoat attack?show=Source j a G0 ‘ Lirks *
package org.owasp.webgoat. Tessons; Al

Flle Edit Wiew Favorites  Tooks  Help

import java.util.arraylist;
import Java.util.List;

import org.apache. ecs.Element;

import org.apache. ecs.ElementContainer;
impart org.apache. ecs. stringelemeant;
import org.apache. ecs.html, Input;
import org.owasp.webgoat.session. ¥;

N

Copyright €c) 2002 Free Software Foundation developed under the custody of the open web

Apﬁ jcation Security Project Chttp:/ e, owasp.orgg This software package org.owasp.wehgoat, is
s

fublished b% OwWASP
under the GPL. You should read and accept the LICENWSE before wou use, modify and/or redistribute

L
H
u
H
¥ this software.
H
L
H
H

Bauthor Jeff williams <a href="http://www.aspectsecurity, com"=Aspect Security</a>
@created october 28, 2003

public class HttpBasics extends Lessonadapter

1

private final static string PERSON = “person’;
)f\h’\h’

¥ pescription of the method

H

¥ @param s Description of the Parameter
¥ @return pescription of the Return value
Ll

protected Element createContent( wehsession s ) j

| ] pone ’_ ’_ ’_ | Internet

B

K 5 WIS Cookies

KRR Java #AE2# M — ML S IR I E L

9. FIAAE

FRFE M2 WebGoat HIXFIINAE, AT ZATB S T A SR IS AR PP o A LR . QBT
FAT LA B BA THEAT SR N B 04T, JFREAB A0 7 i~ I 55 45 O 52 EL AR A i A v 0 i RARAN I T
ERER MBS E A, (HEEABES R —BUN:

JS2 PR e A QR A ZRL 7 i PR30 W 4 Mz il 55 5 2 1)
B NZ SRR MBS P T HTTP $odks

1T RIS S EEHRANE, BT 54— N AL DT 0T . AR Y BB N S AR R )
i, FEELEW IR PR — MR URL . 241 T E i Wr oty IR, U35 ZEX 0 W A i AT AR N AL &, 7T
EFEFERZTTE. AR Internet Explorer W, B PUEN T H3Zmsellic & T/, W Fis:

BT HIEEPE “Internet 7 SEHTN,
WP R IETR.
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PR IR TR R B E - .

FE JR I BB R TRAHE T, 16 0 LAN A3 FACER IR 55 45 ) S I HE

RO A e A i I ACER AR 55 4 HE

N TR BT A kA . XS T WebScarab 15, H BRI i & 8008,

Local Area Network {LAN) Settings 2 x|

— Bukomatic configuration

Aukomatic configuration mayw override manual setkings. To ensure the
use of manual setkings, disable automatic configuration.

¥ mukomatically detect settings

™ Use automatic configuration scripk

fddress I

— Proxy server

I Ise a progy server for wour LAM (These settings will nok apply to
dial-up or ¥PM connections),

Address; I Port: I .ﬂ.dvanged...l

| Bvpass proxy server For local addresses:

Ik I Cancel |

Kl 6 JRits s E
A, 249 NEE P i 300 W 5 F A el 3 Ak it iy, AT RE O i 2480 0 i AMZ 0K 28 HTTP 155K,
SR by AR e 1 22 4
B EAMIZAT WebScarab HIFFRIEH X H: WebScarab (%
fEBZ AR, it AR AT LIRS 2 AR ), 5.

B AR GET/POST ZH# v MBS, AVEERA R .

B A Cookie, ANESEREAMERZIEREAMER Cookie, A ATHENRB I3 AR, FRATTHE AT LA
HE TS

W TE IR I UERR P G, OB R RO R4S 3 1 P LASLRIEA B 2

N R REEEEFNEEE, DMET AT,

B RS ER R Server MHAMMARSK, XX TIREULTE web k5525 IS BUAN AT i1 8L FH R 17— AR &5 e H R AR
HF

10. AT

PN B TAE I 4E WebGoat lesson

H‘%E*ﬁ:
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WRAREA E R FM, REATELE R WG R, RERER IR RIRTE . AERETR
B SR EE A2 10%IEARAM 90% I ) B 4% . SR AR H 085 0 £ R URIE B E A, R& 5
SPOFHERBEZNARNG. B8, X-UIESEKEN W, —RIKIRM, &N INESIEIRS] AR
AR, ARET A 5T Goat, (ELZRARANEE ZAKMifhA o

11.7EFES — /51 H WebGoat lesson

PREI /& SEB LessonAdapter IR 72
WebGoat {# ] 7 Jakarta Element Construction Set, KRB PAZHFiz— F ECS [ API:

http://jakarta. apache. org/site/downloads/downloads ecs. cgis

WebGoat {# [ 7 WTP, ¥ % Eclipse WTP HJ{Z S http://www. eclipse. org/webtools/

SR 58 framework

NewLesson. java ZEHIED .

LU 2. SZI creatContent

B — lesson FIP M L FEH, BEWHAEEL -

L ke, RIRE TR EEHER
2. AHPEBTT —AZERT

REEHREEIS createContent JVAKI . FEA lesson UFAE— NI LS8, KLt Ao,
lesson KIZNREBLHE — > TUH 2R E 2

245 createContent J5¥

IR — AN AN 138 VS createContent J7¥4:

ant for the filed name
input”
creaseContent (WebSession =3
new ElemsntContainer ()
il=
{1 _gesScringParameter (INPUT, ™) &
the input
thing
generate Some cutput — = string and an input field
ec_ addElement {new StringElement (“Enter = stzing: ™)) s
cc_eddElement{ new Input{Input_ TEXT, INPUT, uscerzinpuat))s
catoh (Exception e)
€
= _ sSetMessage (“"Erroxr generating ™ + this_ getClass() getMame ()] 7
e princStackTrace | €y s
returniec) &
3

ECS Dhfie+ 70 K. SHEMSIRARIIRE], T i F e QU — M7 51000 ) FA%
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i

DR 3. SEHLHAR T

N

FRELE— lesson 5 EFEEMIIAE, LessonAdapter 875 B8 L [ /7%, X7 yk0] LSRR E
EREREEREAHF . FrE MIEARAZA MW 5, BT B LB R (A RE S B .

Ffth LessonAdapter J5i2:

Method 'Description’
1 |getHints Return hints to the framework one at a time
2 |getCredits Return credits to the framework for display

This method will load the instructions HTML file from lesson_plans

3 |getlnstructions | . .
g directory if vou create one.

Sets the order of the lessons within a category. The lowest ranked

4 |getRankin
g g lesson appears at the top.

5 [getTitle The title is rendered as HTML

protected List getHints()

{
S/ Hints will be returned toc the user in the order they
S/ eppear below. The user must click on “next hint”
Jf before the hint will be didplawyed.
List hints = new ArraylListi();
hints.add{ "There are no hints defined.™ );
return hints;
I
public Element getCredits()
{
return new StringElemsnt ("");
}
lf*

* Gets the ranking attribute of the Lessonbdapter object.
* The ranking denotes the order in which
* the menu item will appear in menu list for each category.
* lowest number will appear a3 the first lesson.
£l
* @return The ranking wvalue
s
public Integer getBRanking()
{
return new Integer(10);
}
]
* Fill in a descriptiwve title for this lesson.
* This will appear abowve the control area at the
* top of the page. This field will be rendered as html.

w

* @return The title wvalue
el

public String getTitle()

{

return "Untitled Lesson ™ + getScreenId();

}

AR A QIR <4 H A AR S

SEI—ANHTH lesson J&, ant $EASKREIE. B —AH0) web R . B, FEB% webapps HRXTHI
webgoat. war LA webgoat H3t. #RJ5, #EA webgoat H 3 FHiA:

FASR 4w 38T lesson I H. “ 223”7 3| tomcat B54%. Lesson RFFEE—kze3, W15 web N A1 HAh i)
WA, AT
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