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®* OWASP SQL Injection Prevention Cheat Sheet
* OWASP Query Parameterization Cheat Sheet

* OWASP Command Injection Article
* OWASP XML eXternal Entity (XXE) Reference Article

» ASVS: Output Encoding/Escaping Requirements (V6)

* OWASP Testing Guide: Chapter on SQL Injection Testing
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* OWASP Authentication Cheat Sheet

* OWASP Forgot Password Cheat Sheet

* OWASP Session Management Cheat Sheet

* OWASP Development Guide: Chapter on Authentication

* OWASP Testing Guide: Chapter on Authentication
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* CWE Entry 287 on Improper Authentication

* CWE Entry 384 on Session Fixation
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* OWASP XSS Prevention Cheat Sheet

* OWASP DOM based XSS Prevention Cheat Sheet

* OWASP Cross-Site Scripting Article

* ESAPI Encoder API

* ASVS: Output Encoding/Escaping Requirements (V6)
* OWASP AntiSamy: Sanitization Library

* Testing Guide: 1st 3 Chapters on Data Validation Testing
* OWASP Code Review Guide: Chapter on XSS Review
* OWASP XSS Filter Evasion Cheat Sheet

FoAt

* CWE Entry 79 on Cross-Site Scripting
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* OWASP Top 10-2007 on Insecure Dir Object References

* ESAP| Access Reference Map API

* ESAPI Access Control API (See isAuthorizedForData(),
isAuthorizedForFile(), isAuthorizedForFunction())

B2 A FE SR, 1 WL ASVS requirements area for
Access Control (V4).
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* CWE Entry 639 on Insecure Direct Object References
e CWE Entry 22 on Path Traversal ( —/ANE&3%5|HEERHTF)
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* OWASP Development Guide: Chapter on Configuration

* OWASP Code Review Guide: Chapter on Error Handling

* OWASP Testing Guide: Configuration Management

* OWASP Testing Guide: Testing for Error Codes

* OWASP Top 10 2004 - Insecure Configuration Management
NTEWRE T 2O T RE S, S0 ASVS

requirements area for Security Configuration (V12).
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* PC Magazine Article on Web Server Hardening

* CWE Entry 2 on Environmental Security Flaws

* CIS Security Configuration Guides/Benchmarks
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OWASP

N T VR T A2 AT ) A O T SRR i s PR AF O ) R
1% 2 JLASVS req’ts on Cryptography (V7), Data Protection (V9)
FlCommunications Security (V10).

* OWASP Cryptographic Storage Cheat Sheet

* OWASP Password Storage Cheat Sheet

* OWASP Transport Layer Protection Cheat Sheet

* OWASP Testing Guide: Chapter on SSL/TLS Testing

FAt

* CWE Entry 310 on Cryptographic Issues

* CWE Entry 312 on Cleartext Storage of Sensitive Information
* CWE Entry 319 on Cleartext Transmission of Sensitive
Information

* CWE Entry 326 on Weak Encryption
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* OWASP Top 10-2007 on Failure to Restrict URL Access

* ESAP| Access Control API

* OWASP Development Guide: Chapter on Authorization

* OWASP Testing Guide: Testing for Path Traversal

* OWASP Article on Forced Browsing
T EHERN TR R FE R, 155 WASVS

requirements area for Access Control (V4) .
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* CWE Entry 285 on Improper Access Control (Authorization)
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®* OWASP CSRF Article

®* OWASP CSRF Prevention Cheat Sheet

®* OWASP CSRFGuard - CSRF Defense Tool

® ESAPI Project Home Page

® ESAPI HTTPUtilities Class with AntiCSRF Tokens
* OWASP Testing Guide: Chapter on CSRF Testing
* OWASP CSRFTester - CSRF Testing Tool
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* CWE Entry 352 on CSRF
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OWASP

* Good Component Practices Project

FoAt

* The Unfortunate Reality of Insecure Libraries

* Open Source Software Security

* Addressing Security Concerns in Open Source Components

* MITRE Common Vulnerabilities and Exposures

* Example Mass Assignment Vulnerability that was fixed in
ActiveRecord, a Ruby on Rails GEM
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* OWASP Article on Open Redirects

* ESAPI SecurityWrapperResponse sendRedirect() method

* CWE Entry 601 on Open Redirects
* WASC Article on URL Redirector Abuse

* Google blog article on the dangers of open redirects
* OWASP Top 10 for .NET article on Unvalidated Redirects and

Forwards




+D B d a7 (Y

BN T E R A B REREN R £

ToiR W fweb N FH R 57 22 40id /e AR 1 B & A K, B — 2 2 web N TR 7 BB — N CAFAER
JSE PR PP B 55 A0 T REAR R XE . SR AEFR B B — MR N R P &, MRS R 2+ R .

N1 B AP A ZIRITF R N B3 LA RSeAS B AR, F AR 11 22 4 KU, OWASPHiIE 1 ¥ 2 S B MR K Bl f& ] LAAE
FHIZ B BEFR AR R S5 A MV ZH ZA R B AR 7 22 A ). DA PN 252 OWASP R (It P D 5 Bl i Ml ZH 2R ) 3 22 4= ) web [ FH 72 17
) —SeBRR . 2R — 00, FRATRE R R FAd AT AT B Al 4 2158 UE web B FI 2 17 22 4 PE A OWASP 55 .

AP oy T BN (web N TRL , WA XA % LT RFF I 2 L. OWASPEE LI
- 5 F_COWASPR HIfE % B iEbiifE (ASVS) ) , 1ENTES, HBIEBEERNAERFK
RERR RATR. MBENSRRFRIE, EHEELEMGT (OWASPL RS RN .
L
w R c SH UGN 24, AUfE SRR R RIVIEI B T 2 evwit, BRETTA A
OWASPHEFRE (OWASPIT & EH5E) A (OWASPFI# I AEsc k) , XEBIFHEL, HTi
= S0 ST LR R I 5 FORTRA W B AT 22 4 BT
| .
. o FESL R KNI AR 2 RN E R M. A RN AR — B hRvE A 22 3 H) S R e A
PRAER) R 224 TF R 7E . OWASPHEZZOWASP ol 224 API (ESAPI) Tl F 4E 22 2= APIFRIAE Y,
Sal Pt P T 005 % 4 (fiweb ST IR . ESAPUR (L L FIE ZI0BELI, Miflava, .NET, PHP,
| Classic ASP, Python#Cold Fusion.
N
A o R T BSUEEASVBAE B N AR T KA, OWASPHEZES FH (OWASP A A% 1IF i s 74

: CSAMIVD ) o 2R TR RS B Il 2L 50361 5 St R 0 T 7 52 R 1 52 ) ) 1
FERRH 224 W

| —
*OWASPZ 5 JiL H ASEITT RN 5t Hweb S FIRE P 2e 2R B i 785 IA KL, IF4ith] 7 K&
RLRERF OWASPH f kbt ISR TR BESL bR T MU, T LI FHOWASP WebGoat,
ARG WebGoat.NET, EX# OWASP Broken Web ApplicationJii H . #IISRAR T i ek %R, &SI
, OWASP AppSec KZ:, OWASP Ul B AHi I OWASP 43 21l .
A

B HF 2 HABHIOWASP B IR rT (8 F . OWASPII H M T A1 BH T AT A IOWASPII H ,  FEAR 38 & A IR AR 17500 3t 47 2w HE
(RATFiE . BetafixflAlphahit) - KZEOWASPEIRAR T IAEHRA T Iwiki b &F R, A A7 PAIT A& FhOWASPATT Y




IAE AR F— A4 2

AR

N T IR EAE BT T R BT S web S TR T 1922 4P, OWASPEEBUIE CUn SR mT BEfITE) o oL FH AR 7 kA7 AR o i,
I HFER . [FIN, OWASPIE @R AT RE A Y 22 AU e A N AR P2 B M A 45 5 1 051 BRUORIZ PR EOR
TG R SRR BELE R EOR LS . T T B B 4 I R RER T 7 W B AR AN AT R . OWASPI T
TR TR WA G EA Rt T, AR RER i A 5 Baift.

K iiEweb N IR 7 22 e VE BT iR AL : O 7 B AV A SV ST — A B — SO AR A SR R, T T PRl
web N FIRR 7 %24, OWASPEIEE ' (OWASPI HIFE /T 22 00 UEBRIE (ASVS) ) o 1ZICH AT web N TR Fr 22 4 Al

ST RARIIIAEARHE . OWASPEEBUEAE IS Eweb N FFE 7 ) 2 I FASVSIE MR T, T R I 30AT A IR E, MRS G
REGEGHA], IR EE SOFIEEE A HI55 5 . OWASPHLE WA I AE FHASVSIE 4R T, S B e SCRIIE MBS =

J7 AL AR I S f web S F R 7 PG AR 55 -

PG T H B/ OWASP Live CD IR VF 20 fe i HOTTIR 22 4 TR & B — A — W] R S A8 b . WebTF AN B
MR N AN 2 KR EAE R 311% Live COIFRE S LI B — 72 M 2 &M EF . AT 2 25 s B B A i coh

PR T A .

RASEEE

ZEMBENR

A E AR & S RIS AR R T A K
2z U, I Bz AR Py i e A B AR A A LN
Fe et 1A 22 s el il B4 3 A VI B i B AT LA
BRI o XA, XD TERTAMNY, THsE B
FLEGUNE F .

HERY: F_(OWASPH K IEEd) Fl_(OWASPillifE
) —ikd, OWASPIEHIE T _(OWASPALHY i F 451 ) ,
T8 B RN AN AR P 22 425 51 T iRt peisi iy
2ok M 38 5 OB B A SR A M web SRR () 22 4tk . IR 22
web N FH R 7 1) 22 4 1n) /S AR RS dF 2 LE A3 R 5 5
WORBL, Blan: NIRRT

RAGH A T H: OWASPLLAHIE T — IR A I 5 T
AN RPATAIS 47, (IR L T B A
FCRIIY BE o X 6 T B R 3 B R AT A X S TR ST
AR, HEdET N RA RS X T AR
MEAF A . X EARAD A% T B L5 CodeCrawler, OrizonAll
02. AF02—HUKRERMBIF KF, &g —MRALE
20104 kAl , FFHFERT1044 .

WH — A A S S IR R AR & T E. HAl
B I A& _FindBugs, 1 ‘&0 2 2 4= FR 4814 1Y
FindSecurityBugs, ¥ #E&FJavaFf & 1.

AR FHFER: OWASPHIE T _(OWASPIll 45 )
MR RA R RN RN HET 2T KT iR
WA D s i web N FE 7 10 22 41 o IX N E K
e R 2 NS IR . Z6m) ZER T
web N HFEF 22 MR VE 2 . Sig RS HE A LA e
ML s —FF, AN EAA B A . iR iEgedEt
JEE TR N B SZEI I s SRAIE BH N R 7 R AN 241, TR
KB ARE BA IR AT T LR 2 2 4 a) J Tyl i AR
e AR B, SIS A N AR A et i e etk
A, DAR TR A % A Xt 2z 2 PERE .

N FRFB#ENNR T E . WebScarab 2 OWASPIf H i
RNITZERK—A TR, i L EmMzAr, B AT
BT E, IXPE T B R web N R T IR AT T A,
X T H A2 a0 M N RAE RN 2 8 web N FE
MIVER, M 22 4 A N L RERS T A2 0 F R 7 72
Al TAERY, BEmRvFe 4 it N 38 RIS R H 46
TN R 2 B Xz s R AT 2 . XA T HAE
BharAr N i A XSSTRA B A3 DE SR A1 iy 1) 4 1) e 1]
BRF AR ZAPIENE T — N 1adi TR, HHEZ
XL G R 1 !




MV R T — A4

+0

BLERL B Sh K R HFEFF & TR

RHRER % DA AR — RS 7o A H RS KRB A R, b LA i 37— AN U RE 51
RN R % 4. T CaAEE I M IR PP ARG AT B I, VR 2 A A SIS 55 ) A B0 BRI TR
OWASPHEFZIX L b H g L — MR 22 it &, RN TR CE e R A G 2 atk. N 7 REN R
Feif i att, & EARMA AR 2 A2 P E TR, REHE T 2emiiit. BT A Mk 5HATER. ©
TORIRAL MR ILEE, ARPTA ANE A R T LUE 2097 BEAR L A 2 N I RR P ) 22 S 3 . B B/ B pidE

7 BE LU AR BAAT Rl b RS 18 S B i s A0 AR L
— BSR4

DB N A Ml 2H R 22 4k o

o — AN HIRER Z AR CRA -

FRRRRVBE | s i 20 M O L S O S R S LT AT 5 S R 1 S — AT
o B BT R UHEHE I ST — /N M N ITAL 2 P 2 PRV R 4 B A
L
o WAL R 6 B 5 3 5 y :
R -L4~AﬁﬁﬁfmH%ﬁﬁ%ﬁﬁi%&gﬁ%%%WMMW%hf@A ST AR,
= AN @mﬂm%%ﬁﬂ,ﬁﬁﬂ&@@@—ﬁ—ﬁ%ﬂ%ﬁﬁ%%ﬁ%,%&M@%ﬁ
lkfﬂf/\l?l']ﬂl}ﬁﬁxﬁbjj
. J
o i N 2L A S S FRRE T 3R (T T L O\ T A 1 — A o7 PRV R 2 4 R 26
. o5 4L L AT A (0 (g B 4t T AN TSI BB A ROATAE, SR L4 AT B A
s | RN
E o — AR 2 A R, RS SR TFRA RS, AR R
F LRI B AT 25
| S
WERE | o R e SR A B TR SR e E Y b, IXEE A T s, %
TN SRR, ZARBAILY S, AR, s,
g | TR E DO B SR IR, DASRER I T (MR
. J
ey | WEUERAGED. mﬁﬁﬁmmﬁiﬂﬁmﬁﬁmﬁaﬁm&%mﬁm KRR, W
Bt | s, SN, BRI, TR B T
o TR B R S TR AT, IR AR, IR e ol (0 0 P S
i

A

— N R R 22 2R



+R ESRA ke

XEGHRRRRE, AR

HAR2007 A2 R/ 5 E A FIOWASP Top 105 7E T A& H WK “UsiH” , {H/Z0WASP TOP 1017594 — Bl 5e s XU 1fij
HE, XA B T4 A A BRI BRI NP T SR R AR EL . 20104 ) OWASP Top 10 i H B X1
Wl 710K K, oy IR A T AR . MR IR BORKUS,  AE S5 KU X S R R A0 ] 45 A AE R AR K
[, IXANEASFIOWASP TOP 1047544 % AR [ 77 114 .

Top 10 [ X P 71202 2 T COWASP IS VP2 715D o % FTop 10H A —1, FRATIE I 2 BN Wi — &
LN BT REVE R R A R 2K, VAL ARSI T MR A Web R FI R i R SR XU, AR R AR TR 4 T AR
SR RS FE A [FI SR Top 103647 734 o

(OWASP I P2 735D 78 T V2 A Tt RIS S R 3R . E02, Top 108 %I gt i, AR 1EH L)
AR P P i B ARG IRTR A . DI, BATTCIE R R G0 B AR RS v S50 AR 7 o (R e iR JRATT AN RN
BN R A AT 2 L, S U B AT A BRI ZR G2 ey A AT T 48 4 11

XTI, AT RS =R R G YE . AR PE AT AT MR ) A — N REmI R (RS2
] (e PEBRA AR L F . P2 AR AR BRI M BIR S BAT GESHEITBUFIIANE) o Al
BT 3R S (0 S 505 21 7R 1k HE PP ) 100 B T BEAFE AR IR SR R S B AT A P AT REPE D R A
CATREIPEAT T AR AT SRR R R T REVE S . SR 5 ARSI T PR AT B 1 S 4t LABRAT T4 T BN TR )
SR, I3 T Top 10513 Hh i — Iy i 1 U 55 2 o

ERTER AR AT LB BOA 5 BB I T REVE, A 25 B AR S5 45 8 N IR P AH G I BOR AR . IX L5
FR AT AR R R i il 2 A AR RSN TR PR B A T e o IX AN SR R RE A R ol 5 R SE B 5 8t 25 . 18
(AP AT 2R L TR AL ALZURT DL 32 1R BT 22 42 RSS2 K. OWASP Top 10014 H B FF A2 5 80X — KUz 7347

A U A3 5l A (0 RS TS5 9o JE T BIXSSI WU AR5 ik, ABCT e T 7 “ARHTR T K
PE(E . oAb A WS E RVERE A Z 2020 ) (EALEI3) S

AR

EmmEm 5] sgeEmmnn 727 N TR ELEE [T )
ﬁ%ﬁé Bk & TR +

_— TR
IS e g

2

L} anm ‘\J-k%
7
20

ch 2 BLH /b 95 iR




+F ESRAUSPSEN i

Top 10X R K B4

N ARAR 4 T 20135 hitTop 10N IR P 2 4 KU IR 22, DA SRATIIE T 453 AN JRURS DR 3 A UGB I8 [R Rk
OWASP I BAA I ZE tH e MR B0 T PR AE « O 1 1 ARBEANRR € B S RS P B0 Aok AL 23 00 XU, 8 205 S 068 ] 1Y)
AT AV 55 520 A RSB AAINAL B A BB R PAT L B Sy, B AR ROME S RN L, R4 A R
AR AT IR TR B AN 2 S BN HL A 2 4 R

KT_'E‘ ﬁé Essssnnnnnfhen ANl LEE L j'k%
m@ %.IEI‘ e QOkunnnnn@® B [ J .&7{(%/“[']. ([ J B
i T Wit AR i
ALIEA PR e
A2-RE SN ,
RIS E S Brf i P
A3-EBu A N
(XsS) LR

Ad- NEZERIEHE . .
23 H Rif e

AS-ZEMEHR | MAMR

Ae-BUBfE BttE | SRR

A7-THEE R V5 A% .
gk R g

A8-FEuiE R DyiE .
(CSRF) Bz g

no-f A EAIA ‘
T R

AL0-RKAFHIE .
AR RIF#E

S T B RS B XU

E R Top 100N B i) 72, HRLE A AL 20 2R b A oA i RV 77 B2 e 3 HVP Al . A 19 XU B BLAE T OWASP Top 10 A
FURRAH, TAWNEE, XOREEAEERIE SRR . HARE 75 2% 8 ) B BN AR )7 22 4 AR B 46 DL R 7 T -

* Clickjacking

o FRIEIE

< E44)Ik % (20044FEhKTop 10HA9EE43)

o ZIARKIBE SN (CWE-917)

o (E B MR FIAE U AR AT (20074F B Top 101IA6TS 43D

c JLHAIMA . (CWE-799)

o BEEHLEIAE (520074 Top 10[HA6HE 4 5%

o i/ N ARG R M

o W MHAT  (20074FE /i Top 10(A3EE 7))

o JFEATE (CWE-915)

o I BEAL




THE BELOW ICONS REPRESENT WHAT OTHER YOU ARE FREE:
VERSIONS ARE AVAILABLE IN PRINT FOR

THIS TITLE BOOK. kel e

ALPHA: “Alpha Quality” book content is a working draft. 40 Redmix - i adapt e work

Content is very rough and in development until the next
level of publication.

UNDER THE FOLLOWING CONDITIONS:

BETA: “Beta Quality” book content is the next highest level.
Content is still in development unfil the next publishing. ® Attribution. You must atrbute

the work In the manner speciied
Ly the author or Bcensor [out

RELEASE: “Release Quality” book content is the Iy e o 0 o e
highest level of quality in a books title’s lifecycle, and the wark).

is a final product.

Share Allke. - I7 you atter, fransfom,
of bl upan ks Work, You may
distrbute the resuting work caly

%-. umder the same, similar or 3
m—— compatike leenge.

ALPHA BETA RELEASE

PLUBLISHED PLUBLISHED PUBLIZHED

@ OWASP

The Open Web Application Security Project

The Open Web Application Security Project (OWASP) is a worldwide free and open community focused
on improving the secunty of application software. Qur mission is to make application security "visible "

so that people and organizations can make informed decisions about application security nsks. Every-
one is free to participate in OWASP and all of our matenals are available under a free and open software
license. The OWASP Foundation is a 501¢c3 not-for-profit charitable organization that ensures the ongoing
availability and support for our work.




