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* OWASP SQL Injection Prevention Cheat Sheet

* OWASP Injection Flaws Article

* ESAPI Encoder API

* ESAPI Input Validation API

* ASVS: Output Encoding/Escaping Requirements (V6)

* OWASP Testing Guide: Chapter on SQL Injection Testing
* OWASP Code Review Guide: Chapter on SQL Injection
* OWASP Code Review Guide: Command Injection
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* CWE Entry 77 on Command Injection

* CWE Entry 89 on SQL Injection
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* OWASP XSS Prevention Cheat Sheet

* OWASP Cross-Site Scripting Article

* ESAP| Project Home Page

* ESAPI Encoder API

* ASVS: Output Encoding/Escaping Requirements (V6)

» ASVS: Input Validation Requirements (V5)

e Testing Guide: 1st 3 Chapters on Data Validation Testing

* OWASP Code Review Guide: Chapter on XSS Review

FoAth

° CWE Entry 79 on Cross-Site Scripting

* RSnake’s XSS Attack Cheat Sheet
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For a more complete set of requirements and problems to
avoid in this area, see the ASVS requirements areas for
Authentication (V2) and Session Management (V3).

* OWASP Authentication Cheat Sheet

* ESAPI Authenticator API

* ESAPI User API

* OWASP Development Guide: Chapter on Authentication
* OWASP Testing Guide: Chapter on Authentication

FoAth

e CWE Entry 287 on Improper Authentication
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String query = "SELECT * FROM accts WHERE account = ?";

PreparedStatement pstmt =
connection.prepareStatement(query, ... );

pstmt.setString( 1, request.getparameter("acct"));

ResultSet results = pstmt.executeQuery( );
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* OWASP Top 10-2007 on Insecure Dir Object References
e ESAPI Access Reference Map API

* ESAPI Access Control API (See isAuthorizedForData(),
isAuthorizedForFile(), isAuthorizedForFunction() )

I Z Y 4 T 3R, 1 UL ASVS requirements area for
Access Control (V4).

FoAth

e CWE Entry 639 on Insecure Direct Object References

%CWE Entry 22 on Path Traversal (—/> B4 % 51 F Xtz 1451
)
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OWASP

* OWASP CSRF Article

* OWASP CSRF Prevention Cheat Sheet

* OWASP CSRFGuard - CSRF Defense Tool

* ESAPI Project Home Page

* ESAPI HTTPUtilities Class with AntiCSRF Tokens
* OWASP Testing Guide: Chapter on CSRF Testing
* OWASP CSRFTester - CSRF Testing Tool

HoAt

* CWE Entry 352 on CSRF




0
SiE

BRI IEAL BEEVIBOAK AR R E R AR D NRER  RERIAESGEE S RSB TROR A

mEMPFAECK 7 R

PUIABH P #AT T, RZEANT I a5 NAIARSTAS . HEZEH E E SRS

HERRHEATRTE, G576 Webll5s  RAH Vi —2k BN FHE AT

BRI RGHRE . IRA0EE T RE

REREOR RS Wi, RERIFE TFRANRAMMSGERRTILRL S, B Diet. AN, X% g AR
. ASNEIEARE SCHRERAE, DL REANHERMIERICE. Az0A#HS RESBRGNTE SGERHER

MURATIMEAT PO RGERBA AT HTRIR 222 0040 T R
B BOAK T A

NI ARBEGE . TR T #.
ey

E8Le o

REIIAEFR T R 2=
RETT

AEI RS

® o ZBEHLG?
PRI REAS B FH AR 7 HEAR St 106 24 14 22 4 i [ i e v 2
LARE BRAUEAR B BT AR A4 2 ) B S A e A e 2 X A
W%%,W%@ﬁﬁ%ﬁ,ﬁﬁﬁﬁﬂﬁﬁ,@@ﬁﬁ
ﬁﬁ@%ﬁ%ﬁiﬁ

TR MEREAZE VI ZRIRE (Flan, iy
EJ %5, WL, mkp, AURD ?

3.ERIAIK T B A A 75 B el A R 2
ANREV AR AN T & B R B IE AR R B A HoAth & K EAS
B R TE B 5z 2
SARHITF RHAELE (Eban: Struts, Spring, ASP.NET) Al JE L
P ) 24 B R AR E R I E R 2 ?
T RFGES —AME LN AR 22 EHE - Mhe
K. Al EE IR,

R anfapy 1E?

T @A LU AN

1. — A PIPGE B D) T B S — e A S e R
IEEFRE. k. FREAIERAE PRI N 1% BAR
Flo XNEFENIZAE Habr, PURE /D 25— N
IS FET

2. — A RER T RIS B A O B IS I BT A o At
TOHTAN TR A . X A R I g 2N BB RS
B EE S48

3. —NHETE A4 2 R HRARE B O 1) 49 25 R0 22 4 P 1) e R
TR 284

4, St IR VI AT 4 AN 28 8 AT B U DA BOAS IR SR v RE 1 4
PRI BV LA T .

Kahy 1

o #1: FRHG SRR AR 38R IORERE,  Hnstrutssh
fispring. [ELIPBITTERTEN S, KL xSl
. — AR A5 4 B ] DB ALK, (B

A ER RIS . AR S LR, Beihi
T DA% 5 R B3 BOi oK L P A 1

A9 #2: PR P 5 A B B 5 3 208 A M
WG TSk P s pe s, Tt o Uk PR 45 5
ERBL RS R U, ARG, M
B T RO 52

%@ 3: HRH RIS 28 L AREEA . Boid R
Uﬁﬁ% m%Tu&ﬁwWR%LMEEI#
wﬁﬁﬁﬂﬁﬁﬁﬁﬁ miE)lavaZs, Ahidid s gm gk
B PTARE B E RS, AR5, ABEIR R R

B — A7 r) 42 1) ) 7 EL YR o
%mwmmm&%%%ﬁmﬁﬁﬁﬁ&ﬁbkﬂ%%ﬁ,
PRI R T IEAE RN . Mo R TUR A R 2
B RBIME B .

ZHE R
OWASP

* OWASP Development Guide: Chapter on Configuration

* OWASP Code Review Guide: Chapter on Error Handling

* OWASP Testing Guide: Configuration Management

* OWASP Testing Guide: Testing for Error Codes

* OWASP Top 10 2004 - Insecure Configuration Management

TR T EZAIEMFREGE, 1550 ASVS
requirements area for Security Configuration (V12).

FoAt

e PC Magazine Article on Web Server Hardening

e CWE Entry 2 on Environmental Security Flaws

* CIS Security Configuration Guides/Benchmarks
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N T VRIS T A2 U 5% 75 SRR DR 38E G 14 4 2% 1]

Wi, 52 WASVS requirements on Cryptography (V7).

* OWASP Top 10-2007 on Insecure Cryptographic Storage
* ESAP| Encryptor API
* OWASP Development Guide: Chapter on Cryptography

* OWASP Code Review Guide: Chapter on Cryptography

HoAt

e CWE Entry 310 on Cryptographic Issues

* CWE Entry 312 on Cleartext Storage of Sensitive
Information

e CWE Entry 326 on Weak Encryption
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* OWASP Top 10-2007 on Failure to Restrict URL Access
e ESAPI Access Control API

* OWASP Development Guide: Chapter on Authorization
* OWASP Testing Guide: Testing for Path Traversal

* OWASP Article on Forced Browsing

N T EVERE TR R R TR, 1 2 ILASVS

requirements area for Access Control (V4).

HoAt

* CWE Entry 285 on Improper Access Control (Authorization)
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N T VIR T A U 75 SR A B2 8 G ) R R,

Z: 1, ASVS requirements on Communications Security (V10).
* OWASP Transport Layer Protection Cheat Sheet

°* OWASP Top 10-2007 on Insecure Communications

* OWASP Development Guide: Chapter on Cryptography
* OWASP Testing Guide: Chapter on SSL/TLS Testing

HoAt

e CWE Entry 319 on Cleartext Transmission of Sensitive

Information

* SSL Labs Server Test
¢ Definition of FIPS 140-2 Cryptographic Standard
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* OWASP Article on Open Redirects
* ESAPI SecurityWrapperResponse sendRedirect() method

HoAt

e CWE Entry 601 on Open Redirects
* WASC Article on URL Redirector Abuse

* Google blog article on the dangers of open redirects
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