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Why is Linux
» Windows 23K .
» LinuxZ 2 KK H.
+ LEFRATHELinux ik F175 4 KK |
o HIGBIERNIE, Linux A, FsEAHRiE!
» B RAERKRRER !

o EZ AP LinuxB) 5 H B Windows—HE3RH......
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MagicBox R Gtk

W LFR: MagicBox Penetration Test System

A FR: JETTBIERR

BV ERS: Genesis

HXHERS: 2 (cu)

T+ & HBA : NEURON Magicbox’/)MH

N N 20125512 A5 H BOET AR 3 B KA —ASE AR

_ ubuntu 10.04;
3247 1SO VMWARE. ARM
30e9dd2a00394585b69911e85ef6825d

FETjRE: SREBRAINZBEMNR, TELWEB. Tk,
OWASP live CD + backtrack + OpenPCD Live RFID Hacking System + Ji ] T. B

IRC: #magicbox http://bbs.ngsst.com




EURON SECURITY TEAM BREARA—]

MagicBox FF7EHI R X

& 7 TH1E B Z 2 fLinux live CDAEH %2, PR, HRZ Wi, £E. KX
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B A, HETE =1L 4T, 1HZ I FEiE,
« OWASP live CD I HE6 H i B & BEAIEIL T .

e OpenPCD Live RFID Hacking System /& & T-Fedora-15-x86_64H] “#IHk ™ ”
ﬁé{mﬁ?\é}f http://www.openpcd.org/Live RFID Hacking System
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OWASP live CD project 2012 .6.16 HEMNEAE

AifE1E T, 2010855 WA B 41 38 -

burpsuite-1.4.01-1
cal9000-2.0-1
cloud-1.0-1
doc-2.0-1
ende-1.0rc7-1
fierce-1.0.3-1
firefox-6.0.2-1
grendel-scan-1.0-2
httprint-301-1
jbrofuzz-2.5-1
maltego-3.0-1
metasploit-3.5.1-1
netcat-0.7.1-1
nikto-2.1.4-1
nmap-5.00-1

paros-3.2.13-2
ratproxy-1.58-1
spikeproxy-1.4.8-1
sqlbrute-1.0-1
sqlmap-0.8-1
tcpdump-4.0.0-1
w3af-4041svn-1
wapiti-2.2.1-1
webgoat-5.3-RC1-2
webscarab-20090122-2
webslayer-svn-r4-1
wireshark-1.2.7-1
wsfuzzer-1.9.5-2
zap-1.3.4-1

http://appseclive.org/content/possible-upgrade-webgoat-maybe-end-owasp-live-cd-project
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Something Different
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libnfc B 1F
nfc-tools =14
proxmark3%% 7 Ui
mfcuk

Bluetooth
ubertooth-one%% J i
spectools
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Something Different

GSM
OsmocomBBE /4

WIFI/LAN
Airoscript GTK
ferret
hamster
Reaver
inssider
kismet
spectools
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Something HOTO....E A 1% H

e 1. ZXDVDYEEFER, 1SOZI%;

e 2. ERIUEMH, 1SO%¢%%:,

* 3. ERPIWHEERAE N, UR. el
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Live CD 5 iR A ik F

NEURON MagicBox Pentest 0S

MagicBox Stealth — No Networking enabled
MagicBox Non—-Forensics — Unly the Forensics Mode
Mag icBox noDRM Np UREMSligivers=—_

Mag icBox Debug i :

MagicBox Memtest

Hard Drive Boot

— )
L 1B Rl

Press [Tabd—to edit options

BhEERSR

NEURON

ZULZT=1Z2 )] L5 [ 1L 35T
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EFLAGS: 00010046

Bax:
esi:

00000001 ebx: £f77cBcO0 ecx:
803bf014 edi: 8023c?55 ebp:

ds: 0018 es: 0018 ss: 0018
Process Suwapper (Pid: 0, process nr: 0, stackpage=80377000)

Stack:

9090909093030303093309090930
909090309309030309309090930
90909030 . 30903090 , 309090930
90909030 . 30903090 , 309090930
90909030 . 30903090 , 03030900
90909030 . 309030930 . 03030300

CCCCCCCCCcCCCCCCCCcCCCcCCcCCCC
CCCCCCCCCCCCCCCCocCCCCCCCoT
CCCCCCCCC
CCCCCCCCCCCCCCCCCCCCCCCCC
CCCCCCCCCCCCCCCCCCCCCCCCC
CCCCCCCCC
CCCCCCCCCCCCCCCCCCCCCCCCCC
CCCCCCCCCCCCCCCCCCCCCCCCCC

TEEf e ffefrfrefffefefrefes
fEEfffff
fEff e ffffffffffffffffesf
TEEfeees
TEEfeees
FEEFeees

Aiee, Killing Interrupt handler

=L

00000000 edx: 7770001
8023784 esp: B8O237160

+ — —=[ 974 exploits — 518 auxiliary — 158 post
+ — —=[ Z61 payloads - £Z8 encoders - 8 nops

> exit
root@magichox:

IRC: #maglc DOX
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SIS/ O E R

KDE 4.6

*%% Unity

*** GNOME 3

GNOME 2.x
XFCE 4.8
LXDE

lceWM

Enlightenment (E17

Standard)

Fluxbox
OpenBox
JWM

2012512

15 1213575

RAM used

363 MB
271 MB
193 MB
191 MB
144 MB
85 MB

85 MB

72 MB

69 MB
60 MB
58 MB

% CPU used

4 %
14%
10%
1%
10 %
10 %
2%

1%

1%
1%
1%
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Maltego Community Edition 3.1.1

Investigate IGETET ] Organize
[ m | .. Copy Murnber of Results H |1I| 5o ﬁJ ﬁJ ﬁJ '1 ‘\ "'
Cohcut (U : = %aXX 7|2 A
Paste Clear Quick Entity D
- All & Delete Find Selection 28 o e @~ T & &
|| Palette « = 8§70 start Page = Ef New Graph (1) * =x o 5
§ Devices Main View Bubble View Entity List : & @ Slel ke & %
§ Device |i] %
@ Infrastruct... —_E
@ AS f Run Transform * All Transforms } DomainToDNSMameSchema = &
Copy to New Graph »| DNS from Domain } DomainToSOAInformation = =
z. DNS Name ngsst Change Type Domain owner detail } DomainToSPFInformation = ﬁ
- Email addresses from Domain } To DNS Name - MX (mail server) =y z
) Domain Clear/Refresh Images | Files and Documents from Domain ¥/ To DNS Mame - NS (name server) = (1- g
Attach Other transforms ¥ To DNS Mame [Attempt zone transferl =@ o
" IPv4 Address Type Actions » All transforms To DNS Mame [Find common DNS names] = =
T To Domain [Find other TLDs] = (g- i
5_ MX Record Copy (as List) To Email address [From whois info] = © .g
. Py . —_— e
i To Email addresses [PGP] (2] =
. MS Record To Email addresses [using Search Enginel = L :
h = ELE To Emails @domain [using Search Enginel = 5
=u Metblock To Entities (NER) [Alchemy and OpencCalais] via whois [ 2
= To Files {Interesting) [using Search Enginel =
— URL To Files (Office) [using Search Engine] =)
h To Person [PGP] =
Ba Website To Phone Numbers [using Search Engine] =
- To Phone numbers [From whois info] T @
£ Locations To Website DNS [using Search Enginel =
& Penetratio... To Website [Quick lookupl T e
& Personal To Website [using Search Engine] e
® Social Net... All transforms
Il

(=) [ € Maltego Community ... |

IRC: #magicbox http://bbs.ngsst.com
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www.huancaya.net WWW. Wooyun.org cool.ngsst.com paimi.com pycon2012.51qiangzuo.com

1 T L) 1 1

T ta tm = .
www.chinadmd.com t.qq.com wenku.baidu.com hi.baidu.com www.scribd.com

| 1 1 |

= e i B e

wenku.t168.com analysepages.com akast ns34.domaincontrol.com ns33.domaincontrol.com
godaddy.com aspmx2.googlemail.com  alt2 aspmx.|.google.com altl.aspmx.l.google.com aspmx.l.google.com
1 1 )
L A L '
aspmx3.googlernail.com dns@jomax.net ns33.domaincontrol.com www.ngsst.com -'_p

mail.ngsst.com

g » » B B W e

akast@ngsst.com www.ngsst.com pop.ngsst.com imap.ngsst.com email.ngsst.com ftp.ngsst.com smtp.ngsst.com
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N essSu S' vulnerability scanner akast Help & Support Sign Ot
[}

Results Scans  Tem plates Palicies Uzers Canfiguration

ol T S T L
B External Network Scan W Fiter Options
. . . i LUpdate
ﬁ- PDlIC}" Plugln CDHﬁgUI’EtIDﬂE Enahble All Disable All pdate
hﬂ
AlX Local Security Checks 10504
ﬁ Plugins TS
Backdoars G
% =
» Ci3l abuzes 2482
CEl abuses : XSS 485
CentDS Local Security Checks 1317
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FEF HE RIE & | I 12514

se Immunity CANVAS Ver:6.45 | Current Session: default

File Listeners Session Help

W % ':Ll‘l';a”tk 177.0.0.1 cHEnt = o7 001 =
Target Host Stop Exploit  OS Config — =21kac Target(s) Screen Shots
(R
|_|:|adj_r|q HeellE Search Node Tree Exploit DESCFiptiﬂﬂ
Loading
Loading Marne Description > Node Management | Classic Mode View CANYAS World Map  Cradline
Loading +| Favorites User Defined Modules
Loading +| Mew Mew Monthly Modules
Loading
Loading +| Exploits CAMNWVAS Exploits IC: O
Loading +| Trojans Post Exploit Control 27.0.0.1
PR - I_I_II_ |r]| Iljl"
L"":‘d%r”:' +| Commands  Commands For Modes :
Loading
Loading +| DS Cenial of Service Modules
Loading +| Tools Misc Tools
0Ca l
|?UH1 i +| Recon Recon Tools
/magichao
dd(): +| Servers CAMNMAS Servers )
+| ImportExport Cross Tool Interface
+| Fuzzers Fuzzing Modules E [

Current Status Canvas Log Debug Log Data View

Status Action Start Time End Time  Information

12 H 15 H12H]357)
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E & root@magicbox: /pentest/exploits/websploit

BRERAA—1]

MHH(F) fmE(E) EEE(V) Z3R(T) #Han(H)

root@magichox:/pentest/exploits/websploit# ./websploit B

( ) ( )

AVRL ' ( ( /( A ( ( /1(
(()ON) DN D) | sy Ny INEN
OO LD DX LG AN ) )/

A 5 % ALY A S % N L 2 ¢ 6% 1 R A R s O A e 1

X NINS: =) ] A GRS FLSZIRAT )| U 1A Y I |

Wiy 4 Wy iy, T [T /17| 74, E I I P

I

WebSploit FrameWork

[
[Version :29W.0
Fo--¥Fo ==[Codename LyberrT
+---**--_-==[Available Modules ¢« 17
--=[Update.Daté : [r2.0V3-18 1510.2012]

wsf > show modules

Web Modules

web/apache users
web/dir scanner

Description

Scan Directory 0f) ApacheUsers
Directory Scanner

web/wmap Information Gathering From Victim Web Using (Met
asploit Wmap)
web/pma PHPMyAdmin Login Page Scanner

Network Modules

network/arp dos

Description

ARP Cache Denlial Of Service Attack

network/mfod Middle Finger Of Doem Attack
network/mitm Man In The Middle Attack
network/mlitm Man Left In The Middle Attack
network/webkiller TCP Kill Attack
network/fakeupdate Fake Update Attack Using DNS Spoof 19
IR/ |network/fakeap Fake Access Point http://bbs.ngsst.com
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Hacking anything...

- XREE B3EE

e & TFEFH

o L. B E

o TCZR 45 B T R fif

* RFIDSJH -~ 1 f

« W, Wi-Fi. GSM. NFC&ZTCLL 224
o MubiRiFEER . A
o HHEEINIFER . A
o RS ESIRIRER . R
o MK AINITAER . FIH
* Anything you want......— V] NEFE M HEE !
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MagicBox - APT 2i& A8

o« BPFFEMEIL T (Advanced Persistent Threat, & #K APT)

» RN BIKHIFT R T

© RATIIE 4 SHAPT? KA — My, i s 5
SINTLr SR . B F AT SIS K A 26

+ —IBAFIIAPT, mZE A Z A REHIN, HE223k
| X B R 2 HE A

E\

o EFAMEISIEN R AT LK H APTIX AP oy 48 !
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MagicBox - APT 2i& A8

1. [FRF|/EE, & WHSHETEZ .

2. [FICBBE, wmE WKHETNEZ .

142 31%E, —%. =24, DNSEi......

w
o

4. %%%%ﬁ,ﬁﬁﬂ,ﬁiﬁTE%Eﬁ,E%%%\%%%%
2

5. %i%ﬁéﬁ, ngsst.com. ngsst.org. ngsst.gov. ngsst.net, 1544 vE Mt
2T 1)......

6. [MEFBE, NFEIFELH
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Something TODO...— 48k
o RS AR

o« TR ARSS AR
* JavahitAs B Tk R B LR 4% il g

* ~ M/jé%j\_/fl:l Jl_n/’j{“—&%izf_—?

ARMKR A~
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R¥E Magicbox

1. IRCAZYAIE: #MagicBox , H55%s: irc.freenode.net.

2. B TIE: http://weibo.com/m4gicbox

3. EMuL: http://www.ngsst.com :
http://bbs.ngsst.com

4. B FQQ2#E: 28265834

5. iHEFE: magicbox@ngsst.com
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MagicBox H B\ 2838t A
KRG KA
AT KA
A AL

A Fok LA

debugilliA4H

H 15121357
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THE END

A
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