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World's Biggest Data Breaches @

interesting story
Selected losses greater than 30,000 records

YEAR BUBBLE COLOUR METHOD OF LEAK | BUBBLE SIZE ([NeReme o R re

DATA SENSITIVITY © SHOW FILTER
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http://7habitsofhighlyeffectivehackers.blogspot.com/2013/11/can-someone-be-targeted-using-adobe.htmi
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Big. Fast. Cheap. |
Run your nctw(.n‘lf !
handshake agum.\tr |
300.000.000 words :

"~ in 20 minutes ;
for $17. 4 |

1

An online password cracking service for penetration testers and
network auditors who need to check the security of WPA protected - & & = - = 0 0 o o o o -
wireless networks, crack password hashes, or break document

encryption.

Start Cracking
File Type
Hash File no file selected

Next »

Handshake
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VIP Access

Enter Your Phone Number

Cancel Submit

Your phone number is usad only 10 recesve
a texd message for activabion

Verily your phone number, and Submt 10
begin the actvalion process

3 Verisign
Identity
-/ Protection
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/= Blnk of America | Online Banking | Enrollment - Windows Internet Explorer EI@[X]

».bankofamerica.com gnon.: VI Q Bank of America Corporation [US] ] 1"7‘ ‘ x| | Bing l P = |
N - N - - I »
5.7 Favorites \OBank of America | Online Banking | Enroliment ‘ l - [ @ - Page~ Safety~ Toos~ @~

~|

Bankof America %%~ Online Banking

Security Confirmation

Quick Help
To continue with Online Banking, please provide the information

requested below. What do I need to know?

We use your information,
only to identify you. The
information is safe and
‘ secure. No one else can =
(8 - 20 Characters, case sensitive) access it. Entering either
your SSN ensures you get
access to your Bank of
America accounts.

Passcode: |

Bank of America is committed

‘ to keeping your information
secure with our Online Banking
Guarantee.

Card Number:

(16 digits, no dashes or spaces)

Card Expiration Date (mm/yyyy): l:] / l:]
b

.| Done & Internet $a v ®100% ~
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JP) My Account - PayPal

&« AgﬂPa}yPaI,VIncj‘[US_ﬂ https://www.paypal.com/au/cgi-bin/webscr?cmd=_login-done&login_access=1339699250 w a Q
LogOut | Help | Safetv Advice S =

PayPal

My Account Send Money Request Money Merchant Services Auction Tools Products & Services

Overview AddFunds Withdraw History Resolution Centre  Profile

Welcome, Andreas Baumhof

Account Type: Personal Upgrade | Status: Verified | Account Limits: View Limits Last log in 15 June 2012 03:10 AEST

mmmm—  THE PLASTIC | [ Motcations
~ THE POINTS ol i e » Policy Updates
PayPal balance: $000 AUD Currency converter Tl P

Available balance in AUD (primary): $0.00 AUD DID YOU
You can use PayPal to buy

Total balance (all currencies, available and pending) converted to AUD: $0.00 AUD (5] Hide
Just about anything. PayPal
Is avallable at over 50,000

Currency Total
online and mobile stores
AUD (Primary) $0.00 AUD b
Find out more
usD $0.00 USD
.0 PayPal
My recent activity | Pavments received | Payments sent View all my transactions 2 Questions? We're here to help.
Contactus
My recent activity - Last seven days (8 Jun 2012-15 Jun 2012)
What's this Payment status glossary

] Date 1- Type Name/Email Payment status Details Order status/Actions Gross ll
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JPJ My Account - PayPal

€« C' |8 Paypal, Inc. [Us]| hitps://www.paypal.com/au/cgi-bin/webscrzemd=_account&dispatch=5885d80a13c0db1f8e263663d3faee8d8494dbo70: 7§ 2

=
PayPal VISAGE
Welcome, Andreas Baumhof. Verify Your Identity
:‘ In order to maintain higher security standarts with our customers, we

| carry out selective personal information verification. To authorize in
| the system, please confirm following information:

Credit Card

cw

PIN

'Expiration Date
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Y Shopping Bag - Shopping Bag  »

€« C' | ® wwwi.macys.com/bag/index.ognc?CategoryID=7502&cm_sp=atblayer-_-checkout-_-n w8 A

thomoglo of ot shopping bag (1) [
, = = WE NOW SHIP TO OVER 100 COUNTRIES!

learn more m n i’ sign in | my account | customer service

for the home bed & bath women men juniors kids beauty & fragrance shoes handbags & accessories jewelry & watches sale

SEARCH

[“ 4 @adf *giftguide stores DEALS & PROMOTIONS GIFT CARDS WEDDING REGISTRY

. customers also
your shopping bag loved

Prices are subject to change based on the price in effect the day you checkout Bag ID: 1469-99373

Item Price Qty. Total

iy

5, Lauren Ralph Lauren Bedding, Marrakesh
Jacquard Twin Duvet Cover

Color: Marrakesh Tan Sale $159.99 |_1 vI $159.99
5 = Web ID: 591800 Reg. $400.00
L0 In Stock: Usually ships within 2 business s e
days.
s LOWEST PRICE OF
THE SUMMER
remove SEASON!
Lauren Ralph Lauren
HAVE A PROMO CODE? find one now Bedding, Marrakesh
Rug Standard
m Pillowcase Set
only one promo code may be used per order Reg. $115.00
Was §79.99
Sale §45.99
You Saved $240.01 FIND IT IN STORE
How is this calculated?
= Merchandise Total: ¢  159.99
free shipping every day of the year! : v : -
pping:
with $99 purchase. no code, no end date. exclusions apply ESt?mated Shippin FREE ‘.IWM
Estimated Taxes (6%): $ 9.60 1
Total: $ 169.59

13
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Y Shopping Bag - Shopping Bag

€ C'  ® wwwi.macys.com/bag/index.ognc?CategorylD=7502&cm_sp=atblayer-_-checkout-_-n % 8 A
-
the magic of K e ~ e
{EXTRA: EXTRA 20% OR 15% OFF shopping bag (0) [
{OFF; promo code: SUMMER details m K3 [5) sion out| my sccount | customer service
for the home bed & bath womel| |fessories jewelry & watches sale
| the magic of *
SEARCH . mys GIFT CARDS WEDDING REGISTRY
- | IN ORDER TO PROVIDE YOU WITH EXTRA SECURITY ,WE OCCASIONALLY NEED TO
your Sh°ppmg bz ASK FOR ADDITIONAL INFORMATION WHEN YOU ACCESS YOU ACCOUNT ONLINE.
Dtices are subieckta o PLEASE ENTER THE INFORMATION BELOW TO CONTINUE: 39373
Item
MACY S CARD NUMBER: | |- - -
{16 DIGIT S}
Lauren Ral
Jacquard 7
Color: Ma 9
Web ID: 5 | EXP.DATE: | 1]
§ In Stock: (MAMYYYYI)
days.
remove CVV CODE: |
| (34 DiGITS)
SOCIAL SECURITY NUMBER: | _| - |
{9 DIGITS)
0.01
MOTHER'S MAIDEN NAME: | Jated?
: 2 5.99
free shipping e
with $§99 purchase. no ¢ DATE OF BIRTH: | 3 l i | bso
(IMMIDDIYYYY]) :
3.59
VERIFY »
=
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High Risk %
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Global Trust Intelligence Network
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Summary Reason Overview
Past day from 2013-11-07

Summary Total %

Device_Spoofing 5,279,005 64.08%
Identity_Spoofing 1,767,162 21.45%
IP_Spoofing 540,020 6.56%
GEQ_Spoofing 496,183  6.02%
Device_Negative_History 84,887 1.03%
Malware 40,671 0.49%
Bot 29,857 0.36%

Summary Reason Codes by Hour
325,000 4

300,000 1

/-——-\\./.\-\\
275,000
250,000 1
225,000 1
200,000{ -
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150,000 1 \\ :
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25,000
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Total Authentications: 151,586,490 Percentage Mobile: 34%
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Value = %

none 130,660 94602% [N
hidden 6552 4744% [}
transparent 802 0.581% I

anonymous 101 0.073%

ThreatMetrix Trust Intelligence Network
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Origin Country

[ Bogota, Cundinamarca, CO
Chimbote, Ancash, PE

I HaiDuong, Hai Duong, VN

[0 Hanoi, Dac Lac, VN

[ Lagos, Lagos, NG

070 Lima, Lima, PE

[ London, London, City of, GB

[0 Montebello, California, US

B nuLL

I OTHER

I saint Paul, Minnesota, US

I Vvalencia, Com...alenciana, ES

250

200

150

100

50

Sun Aug 22 Sun Aug 29 Sun Sep 5 Sun Sep 12 Sun Sep 19
2010

Proxy IP Network Owner = “The Planet” US
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Honeypot Result: mismatch_black

Honeypot Fingerprint Diff Count Percentage In Group Percentage Overall

Blacklist : ZeuS config hash (0011b76316076a96cabc606b8f85cc2a)

targeting wellsfargo.com#1-0011b76316076a96cabc606b8f85cc2a-1. 6 26.09 % 0.01465 %

dat

Blacklist : Possible Wells Fargo malware 6 26.09 % 0.01465 %

Blacklist : JollyWallet 5 21.74 % 0.01220 %

Blacklist : ZeuS config hash (0011b76316076a96cabc606b8f85cc2a)

targeting wellsfargo.com#1-0011b76316076a96cabc606b8f85cc2a-0. 4 17.39 % 0.00976 %

dat

Blacklist : ENTER YOUR THREE DIGIT MASTERKEY Malware 2 8.70 % 0.00488 %
Total: 23
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4 2013-08-27 payment 97 reject

4 2013-08-27 payment =97 reject
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The Global Trust Intelligence Network

Questions

ima@threatmetrix.com +86-18601077772 +852-64649215
Jackal Ma GI5IR

www.threatmetrix.com +1.408.200.5700 sales@threatmetrix.com




