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SEXPERNAA What we will share today !!!

- BEAURAIFKRFR
What Security Domain will look Like in the Future

- SHEIAE GRS

Review of today’ s Security Challenge
« F—ZMiZEtA ?
What should we do immediately/next step?



Z2MiKAIFRE The future Security Realm !!!

RTETIARFKAIEHF R AHE....

Let ‘s discuss about what the Security Domain will look like in the future......

B ARERBEBTIRFENZEBRERNTAE?

Question: Have you think about what will be the Security System in the future ?
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AD March 2016

“Historic Battle"
Go Man-Machine
Battle results were
announced:
AlphaGO win a
victory over Lee
Sedol

0: AlphaGo Y% A
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ﬂ Google DeepMind

At last — a computer program that
can beat a champion Go player pstas
o
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T AlphaGoEE#N=8A !

In March 2016, Lee Sedol in  “Man-Machine War" with : T
result of 1 to 4 lost to AlphaGo Robots! LIS

fl “E8E" BOAIphaGOHIEA | 3147 “ATEsES
FERBHAL" HOFE.

AlphaGo let us know that robots can already so "smart"
and even give rise to "A.l. will surpass Human"
argument.

STiF b, BEE201 2ERE S IR , A TEEEXRRTHAR , ERNTIMRI NSNS, TEMONEA  ETLURNETS
R,

Indeed, as the breakthrough of deep learning technology in 2012, Artificial Intelligence-related technology has begun to apply in many areas,
it" s not only help us to create all kinds of clever, cute robots, these technologies are beginning to be applied in the field of many industries.



AlphaGoE2#Ei—17

mWHRHE= ?

Does AlphaGo intentionally lose for an official WHR rankings?

Google AlphaGo5Z=tHAZ BN ANIEL K ELSE TiEE , ALERE4:18UE
MF , MERA "&F" WT—17 , AlphaGoths TIEXAIWHRER S EFIHES.

Man-Machine war of the Century between Google AlphaGo and Lee Sedol
has ended, resulting a Al 4: 1 victory, due to "finally" lost one game,

AlphaGo has formally obtained the WHR rankings

MLV ERLHR/S |, AlphaGoEE—IZMF , HEe
JnZI3586 , HER tEEEEFNKI)I. BARFFLL
BRMREIFEZ |, ORTHEEEFME(36215).

After this Man-Machine war of the Century ,
AlphaGo obtains 3586 points, ranking
above Park Jungwhan(Korea), Lyama Yuta
(Japan) and came second only to the King
of Go - Ke Jie from China (3621 points).

Rank Name
1 Ke Jie
2 Park Tungwhan
3 Ivama Yuta
4 Google AlphaGo
S Lee Sedol
6 Shi Yue
7 Bark Yeonghun
8 Kim Jiseok
9 Mi Tuti
10 Zhou Ruivans
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3621
3569
3546
3533
3521
3509
3509
3504
3501
3498

Rank

Name
1 Ke Jie
2 Google AlphaGo

3 Park Jungwhan
4 lyama Yuta
5 Lee Sedol
6 ShiYue
7 Park Yeonghun
8 Kim Jiseok
9 Mi Yuting
10 Zhou Ruivang
11 Kang Dongyun
12 Tang Weixing
13 Lian Xiao
14 Chen Yaoye
15 Gu Zihao
16 GulLi
17 Huang Yunsong
18 Jiang Weijie
19 Tuo Jiaxi

20 Wang X

7 Flag Elo

Cla [y [y [y [la [y [y [y [la [y [y [y [la [y [y [y [ls [l

" e o "

3621
3586
3069
3045
3520
3209
3208
3004
3501
3498
3497
3479
3475
3472
3468
3455
3452
3448
3445
3445



AlphaGo F—1"IFE ?

The next opponent of AlphaGo is?

3B15H , AlphaGofItH FHFRBABEIIR EFA2ITH R , (NXTHREEFME. fE] , @R LERERME T
7 MR R RS EHG | BEHAAR, WS (NESE TS ? " NIt , WSS ESERRSTE ?

March 15, AlphaGo’ s world ranking rose from the 4t place by the 2nd, second only to Chinese player Jie
Ke. It is said that Google has challenged Ke Jie with a “Gauntlet” , and says: "Thanks losing to Lee Sedol
that AlphaGo can obtain a world ranking finally! Ke Jie, are you ready? “. How Ke Jie will deal with it?




AEKtEEREEARE SHEESAITIFAIphaXXXHIRE ?
AEITE , BTk, 2Tk F !

Will the future machines be able to surpass the human brain,
and enable more industrialized AlphaXXX?
... says Law, Medical, Security Industries ... and so on!



Venture
Radar Augmenting knowledge work using Al

& Artificial Intelligence Startups @?!

25% of all job-based tasks | Law & Contracts
will be automated by 2019 !

Forrester Research R ' SS ‘ " EE ..,- i i CON‘PERSICJ«
Many experts believe that () |(|rc] | D|g|ta[Ge nius re:infer
Kelson i :

by 2050 machines will have

reached human level .
intelligence | LesaLzosor || CAPITO

Hundreds of startups are ’j COGNICOR
already using Al to augment | ‘b BEAGLE { -~ i Business Intelligence, Journalism, Research
knowledge work ; H ] ; : 01

DOXAI

NarrativeScience SYN ﬂPSIFY
agolo A

Medical & Other Image Analysis Other Medical

'faj @ enhfIC : Y | Wired Informatics

Tractable




aliZ1Tdk / Law Industry : AlphalLaw?

Alphalaw f#85]//%7&18 Lawyers / Legal Advice :
« BMNNEELIERESWALERERREUL ?
Will the job of our justice system be replaced by artificial intelligence?
« B—XUNR—ENRmITLIRERESoANEESEEE , BRI EAEESII T ERMISHRRLE?

One day, if a machine can answer and handle most of the requirements of legal advice
service, will it replace the traditional legal consulting service?

Alphaludge ;£E/aliE#HR Judges / judicial decisions:
- @8, BRE—X , HTEF—TAEF , ARRE—al=i—TREERNEERIR , ER&E
HNEREAZ  ESSEABRIMATIRNER  BBAZEREHRKRI ?
Similarly, if one machine can handle one thousand cases that normally requiring one

thousand judges to handle, with a very similar outcome in the future, will the judges
lose their job?



ZJ7134k / Medical Industry : AlphaMED — IBM Watson
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IBM Watson Whatis Watson? = Watson Developer Cloud  Offerings ¥  Partnerships ¥  Careers  Blog

Meet Watson

The platform for cognitive business

What is Watson? Watch now (02:14) ‘ " -f g ih

The future of IBM Watson




I B M ,s Watson ‘g raduates, MIT Login/Register ~ Search Q =
= - “ Technology |
m e d I c a I sc h oo I I n H a I fa ReVIew Topics+  TheDaily  Magazine  Business Reports  More+ Subscribe

IBM and partners use Israeli technology to transform personal
health with Watson and open cloud.

Computing

Why IBM Just Bought
Billions of Medical

Images for Watson to
Look At

IBM seaks to transform image-based
diagnostics by combining its cognitive
computing fechnology with a massive
collection of medicalimages.

by Mike Orcutt  August11, 2015

IBM says that Watson, its artificial-intelligence technology, can use
advanced computer vision to process huge volumes of medical
images. Now Watson has its sights set on using this ability to help

doctors diagnose diseases faster and more accurately.

Last week IBM announced it would buy Merge Healthcare for a
billion dollars. If the deal is finalized, this would be the third health-
care data company IBM has bought this year (see “Meet the Health-
Care Company IBM Needed to Make Watson More Insightful”). Merge
specializes in handling all kinds of medical images, and its service is
used by more than 7,500 hospitals and clinies in the United States, as
well as clinical research organizations and pharmaceutical companies.
Shahram Ebadollahi, vice president of innovation and chief science
officer for IBM’s Watson Health Group, says the acquisition is part of
an effort to draw on many different data sources, including
anonymized, text-based medical records, to help physicians make

treatment decisions.

Merge’s data set contains some 30 billion images, which is crucial to
IBM because its plans for Watson rely on a technology, called deep

learning, that trains a computer by feeding it large amounts of data.

Watson won Jeopardy! by using advanced natural-language
processing and statistical analysis to interpret questions and provide
the correct answers. Deep learning was added to Watson’s skill set

more recently (see “IBM Pushes Deep Learning with a Watson
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PP S MHIR. .. AlphaSEC?

How about the Security Industry... AlphaSEC?

« HISA=ELe A ATERHZENRA ? BERLEA
TEREAESSLINNG ?

 Will Security Artificial Intelligence Robot and/or
Information Security A.l. era become reality?




Meet Microsoft's New RoboCop
Security Robot

By Susanne Posel - November 21, 2014 O Comment

OEDRON9@E."

Enightscope have manufactured their own version of "RoboCop” to get the public
ready for the future of robotic security with the K5 5°, 300 pound autonomous robot.

According to the website, the company claims the "HKnightscope K5 autonomous data
machines predict and prevent crime in your community ... with an innovative
combination of large-scale robotics, predictive analytics and social engagement”

K5 is marketed by Hnightscope as “a friend that can see. hear, feel and smell, that
would tirelessly watch over your corporate campus or neighborhood, keep your loved
ones safe and put a smile on everyone passing by. Imagine if we could utilize
technology to make our communities stronger and safer.”

The robot uses “a combination of autonomous technology. robotics and predictive
analytics to provide a commanding but friendly physical presence while gathering
important real-time on-gite data with its numerous sensors.”

The data collected by K3 is run through predictive analytics and corresponds with
“existing business, government and crowd sourced social data sets, and subsequently
assigned an alert level that determines when the community and the authorities should
be notified of a concern”

The tech corporation is targeting other tech companies and shopping malls with this
robot that is equipped with ‘non-stop security monitoring, using laser beam 3D
mapping. GPS, microphones. video cameras and even license plate recognition
software.”

Stacy Stephens, vice president of sales and marketing for Enightscope explained that
the company has "the capability of putting WMD sensing on it. Radiation. chemical.
biological sensors and also airborne pathogens.”

Microsoft has hired K5 to patrol their property as security guards.

Hnightscope is excited to bring their robots to tech corporations: T believe robots are
the perfect tools to handle the monotonous and sometimes dangerous work in order to
free up humans to more judiciously address activities requiring higher-level thinking.
hands-on encounters or tactical planning.”




REIBIKSHE—MERIZRA | BBITRASBEREN=RAR ?

Microsoft’ s K5 is just a Security Guard Robot! How about in IT System?

- BIFRFEEAlIphaSECHE ?
Do we have AlphaSEC for IT in the future?

o ITSecRKREREER—MTAtERE ?
What is the ITSec will look like in the future?

o UEBRA] ...

Let’ s take a preview....



Z e MWRRIFRKSH

Future Trend Analysis in Security

« AHuman
« Past Experience

- e AT EEESecurity Artificial Intelligence (S.A.L)
« New Experience

- 224 #1228 ASecurity Robotic
« Execution



Z R IURRIRES =

Future Trend Analysis in Security

« AHuman
« Design/Define/Manage + Monitor/QA.

- L4 AT EHRESecurity Artificial Intelligence (S.A.l)

« The Core Brain - Self-Study/Build/Refine/Integrate
- New Experience

« Self-Study KB on Security

- 2128 ASecurity Robotic
« Leg & Arms - Execution
« Patrol/Manage/Execute S.A.l. Model
« Integrate through SAIl APl and SDSec



Z R IURRIRES =

Future Trend Analysis in Security

Government
& Governance

Standardization
and Compliance

Future Trend Analysis in Security

SecRobotic

Adaptation Period:

* Tee-off at current and will mature in 2 to 5 Years

Objective:

* Enable Self-learning Adaptive Security & Threat Model to drive
controlling - a set of useful analytic and decision-making techniques base
on SIEM/ Sec Big Data / Threat Intelligence / Behavior Detection and
Analysis/ Machine Learning (ML) / SOC / Risk Control System

Adaptation Period:

* Kicked off 8 years ago at 2008 (AlSec 2008)

Objective:

* Convert the Traditional Knowledge &
Experience to New Security Domain A.l.

Adaptation Period:

» Start to mature in 3 to 6 years from now

Objective:

* Build a S/W SecRobot based on SAl APl and
SDSec
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Future Trend Analysis in Security
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Security Artificial Intelligence (S.A.l.) Framework

INPUT
REAL-TIME DATA COLLECTION
Security Events
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MACHINE DATA INTELLIGENCE (MDI) FABRIC

OUTPUT

ACTIONABLE INTELLIGENCE
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Risk-Prioritized
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Dashboards

INCIDENT RESPONSE

Case
Collaboration

Evidence Locker

Automated
Response

Incident
Tracking & Metrics
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Today is OWASP Conference, so let’ s return from the future
and focus in our current AppSec challenges
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jne of the biggest UK-based phone and Intemet service provider W

stomers, has been hacked again, the company announced late Thursdays
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pruary, TalkTalk suffered a major data breach in which its customer details

sed by scammers to access additional information as well as steal consid
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Sept 25, 2014

FRIER - IBM X-Force® IR S5 R

2010-2014 m
2010 2011 2012 2013 2014
B Cross-Site Scripting M SQL Injection ™ Other File Include
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Application XXS, SQL injection, data leaks, spam

Application
Presentation SSL, XML encryption, images Attacks
MR , 222, BRkiE , MEEinR)EEE
ill, IPS/IDS Session Sockets, RPC, NetBIOS auth., SNMP
4 - Application Dos

Mitigation

Security Guard, CCTV

rifg, TAILE
W EE EFEm A, BEF
EIIDS, BEFEHIR FW

Network Port filters, IP frag, spoofing, smurfs

Data Link VLANS, ARP poisoning Network 2 ; ~  Base Firewall
Attacks

Services

Application hardening, SSDLC.
AST (SAST, DAST, IAST), WAF

ACLs, encryption,

EFS Physical Management interface segmentation
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RASP

AR : Joseph Feiman, Gartner Analyst
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Sept 25, 2014
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RASP

What is RASP ?
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(Runtime Application Self-Protect)
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Mitigation O
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n XXS, SQL injection, data leaks, spam ¥
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Sockets, RPC, NetBIOS auth., SNMP
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